Information Sharing and Financial Market Regulation:
Understanding the Capability Gap

Djoko Sigit Sayogo
Center for Technology in Government

187 Wolf road, Suite 301
Albany, New York

dsayogo@ctg.albany.edu

ABSTRACT

In testimony on April of 2012 before the House Ficial
Services Committee, U.S. Securities and Exchangan@ission
(SEC) Chairman, Mary Schapiro, stated that effecittfformation
sharing between financial market actors and thegulatory
bodies is critical to fulfilling the regulatory dfhtions of the
SEC. The 2008 financial crisis is recognized akh@nscase for
the risks to the stability of the markets that feetive information
sharing among supervisory authorities representss Ppaper
constitutes a preliminary exploration of the chadles facing
financial regulators building on prior researchtfire computing
and information science community (CIS). Curretgrliture as
well as data from a recent study of financial maregulation is
used to identify key actors in financial market ukegion
information sharing relationships and to begin tatlioe the
challenges faced in this unique context and thaltieg risk if
those challenges go unaddressed. A recently desgblttyzoretical
framework for cross-boundary information sharinga(&a et al
2007) is used to present insights about challeagésrisks from
the literature and the field.

Categories and Subject Descriptors

K.4.1 [Public Policy Issues]: Information sharing for regulators.

General Terms
Management, Human Factors, Theory.

Keywords
Financial market regulators, systematic informatisharing,
challenges and risks assessment.

1. INTRODUCTION

Non-systematic and ad-hoc information sharing jrastamong
financial market regulatory agencies are regarded kay
contributors to the 2008 financial crisis. The mmwic crisis of
2008 is a case in point for how ineffective infotioa sharing has
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hindered supervisory authorities from detectingneshbilities in
global financial markets [24]. Unfortunately, thenpact of
constrained and ineffective information sharing omarket
regulation was well-known long before 2008. In ®20eport the
U.S. Government Accountability Office (GAO) callddr the

creation of routine and systematic fashion of infation sharing
across financial regulators [16] citing the vulrisBlities

introduced as a consequence of gaps in these &kallenges at
that time were recognized to include lack of autiipmultiple

overlapping jurisdictions, security and sensitiuitfyinformation,

and protection of turf [16, 17, 30]. Since theneashers and
practitioners alike have worked to understand arntigate the
challenges to routine and systematic informatiorarisiyg in

financial market regulation.

The criticality of effective information sharing the monitoring
of financial markets and the consequences of gapsapability
for effective information sharing is increasinglgcognized by a
range of national and international organizatiofisach of these
organizations is calling for specific and signifitanvestments in
the capability necessary to close the gaps in mmdgion available
to and held by regulatory agencies. A statemenin fréhe

Financial Stability Board to G-20 Finance Ministenrsd Central
Bank Governors specifically addressed the need fature focus
on “information exchange standards in the financegulatory
and supervisory area” [15]. Testimony from the in&ional

Monetary Fund (IMF) in 2009 indicated the need fopre

information disclosure at a high level of granulato cover the
gap of information among supervisory regulators].[2@ross-
border cooperation and information sharing was amibre ten
recommendations of cross-border bank resolutiorthef Basel
Committee on Banking Supervision reported by thenkBéor

International Settlements [1]. In her testimony the Lehman
Brothers Examiner's Report before House Financiatviges

Committee in April 2010, Chairman of the US Sedesitand
Exchange Commission, Mary Schapiro called particateention

to the critical role of information sharing in miegt public

expectations, “Effective information sharing by u&gors is
critical to fulfilling our regulatory obligationsand it is something
that the American public has every right to expeCoboperation
and coordination with other financial institutioegulators is
essential [38]" Information exchange standardstersharing of
more detailed data, cross-border cooperation affiorniration

sharing are clearly recognized as necessary torerfgwancial

regulators meet public expectations.

Previous studies, such as Pardo et al [30] identdyious
challenges for financial market regulation. On ¢liger hand, they
did not specify the impact of the challenges todlferent actors



of financial market regulation. Davenport and Pkufs define
information sharing as “the voluntary act of makinfprmation
available to others” [5]. Information sharing inves an exchange
between an information holder and requester inititeal stage
and information sender and receiver in the transfage. As a
consequence of the above assertion, to understdndmiation
sharing, we need to identify those involved the risiga
relationship, their role in the sharing process #re challenges
and risks faced by each actor.

This paper will draw on current literature on infation sharing
and integration as well as data about informatlwariag collected
in interviws with inidividuals with a role in finamal market
regulation. Using this literature and data we fifgra set of
challenges facing systematic information sharing fimancial
market regulation. We map current actors in finaheharket
regulation, specify their relationships to eacheottand identify
challenges and risks for each actor in financiatketaregulation
information and knowledge sharing. Finally this @afays out a
foundation for future research in this area.

The paper begins by briefly describing inter-ageimdgrmation

integration and sharing and introducing the franréwwroposed
by Gil-Garcia et al [20] as a lens to focus thecdssion of the
challenges. Section three describes the method ingis paper
Followed by an introducing to the primary actors fimancial

market regulation information sharing. Section ftaguses on the
challenges facing financial market regulators imirttefforts to

share information. The paper concludes in sective & with

discussion on financial market regulation challengectors and
risks and epitomes a set of future directions fesearch on
information sharing in FMR.

2. INFORMATION SHARING AND
INTEGRATION

This paper uses the framework proposed by Gil-@aetial[20]
to examine information sharing in FMR. This intezagy
information integration framework is useful for caeterizing
sharing activities and for focusing discussionscbéllenges to
that sharing. Building from a close examinationimteragency
information sharing Gil-Garcia et a]20] conceptualize an
integrative framework for constituting interorgaatipnal
information integratior{20]. They argue for four components of
interorganizational information sharing, namely:ieroperable
technical infrastructure, b) integrated data, @retl information,
and d) trusted social network.

Interoperability, as the first component, is regardis the most
critical element for systematic sharing or inteigmat of

information across different agencies [33]. Gil-Garet al [20]

identified the importance of technical aspectsniéroperability
for both hardware and software. They argue thapitteshe

technical difficulties in developing interoperabili an

interoperable system will make sharing informatieasier and
provide accurate, protected, and usable informd&0h

Figure 1. Four Components Interagency Information
Integration

Integrated Data Shared Information

Trusted
Network

Interoperable infrastructure

Source: Gil-Garcia et al, 2010

As the second component, integrated data is dritizasharing
information with multiple organizations particukarivhen it is
required sharing of information in multiple form§29]. Common
data elements will significantly improve sharinglantegrating of
information across organizational boundaries [20].

The third component, shared information, is recpeti as
essential to supporting effective information shgrilnformation
sharing systems should be designed around an twadeirsg of
the shared information needed [20]. Sharing of rimfation is
regarded as an initial step toward integrated f0h The fourth
component of interorganizational information intggpn is
trusted social networks. Trust among sharing pestnis
considered a prerequisite to successful sharing [88etwork of
trusted actors significantly influences the effeetiess of
communication and reduces resistance to sharingrniation
[20]. The level of trust is important to reducingftbarriers and
concern over information misuse.

3. APPROACH

The mapping of the literature on information shgriand
integration draws on three sources; 1) Literaturénieragency
information sharing and integration 2).Professiongports on
information sharing challenges in financial markatsl 3) Article
on the challenges facing 2tentury financial market regulators
detailing the result of interviews with a set ofidhcial market
regulation professionals published in E-Gov confeeg[30].

4. ACTORSAND CHALLENGES

4.1 Key Actorsin Financial Market
Regulation

Financial market regulation in the U.S. is fragneehtwith
multiple actors responsible for regulating varisegments of the
financial industry [28, 30]. In some cases regujatesponsibility
is overlapping resulting in a web of interconnegti@nd intricate
relationships which is then further complicated ibfprmal and
ad-hoc information sharing practices [28]. To begiunderstand
this actors and unpack the unique and overlappégulatory
responsibilities it is necessary to identify they kectors in the
financial market regulation environment. We idgnfife actors,
each with different roles and responsibilities agath is with
important and unique relationships with other ketpes and other
stakeholders. These five key actors identifiedfederal agencies,
state governments, SROs (self-regulatory orgawiaajj financial
industry entities (firms, investors, rating agesgi@nd the public.

Federal and state government agencies share rédsiigngor
setting regulatory policy, enforcing compliancepervising, and
monitoring specific sectors of financial marketiaty. Federal



agencies act as primary regulating agencies fort rfioancial

products (securities, commodities, futures, andersbh except
insurance. State governments act as the supplemeatalating
actor for the previously mentioned financial producrhe State
governments acts as the primary regulators forarste [28] with
each state have different regulations for insurance

The US financial market regulation system is based a

combination of mandatory regulation sanctioned byegnment
agencies and voluntary regulation, which in thescafsfinancial
markets, is sanctioned by the SROs (Self-Regulafggncies).
SROs are self-regulating agencies that exercisee stegree of
regulatory authority over the financial market stdry and
professionals One example of an SRO in the U.SFIMRA

(Financial Industry Regulatory Authority). FINRA isan

independent regulator for securities firms listedd adoing

business in the U.S with the mission to protect Acaés

investors [13]. To a certain extent, SROs are albwo generate
supplementary rules and policies [22]. For instarfei®NRA is

allowed to generate policies and rules for brolkemier and
trading markets. SROs serve to supplement the gomemrt
regulation or fill the vacuum of an absence of goweent
oversight and regulation.

Financial industry actors in this paper are thosgawizations
conducting transactions in the financial markethsas firms,
investors, and rating agencies, among others. Titereist of
financial industry actors lies in the requiremeat Eompliance
with the regulatory framework. These organizatioaech to
comply and trade within the regulation imposed hg Federal,
State and to certain extent the SROs. The pubfergeo the
general public who have interest on the conducffiredincial
market regulations.

4.2 Challengesto FMR Information Sharing
The need for information sharing capability is motque to the
context of financial market regulation. Public Hbalhuman
services, and public safety are just three of trenympolicy
domains that require effective information shariragross
boundaries of organizations and jurisdictions acrbss levels of
government. And in each of these areas various corities of
practitioners and academics work to more fully ustind
information sharing and the challenges facing thems®amunities
as they seek to effectively share information ie thterest of
program execution and policy development. Creatiagability
for routine and systematic information sharing k&g been a
priority for the U.S. Justice community, in parf@u One of the
most recent products of this focus is the Natidmérmation
Exchange Model (NIEM), a national program supporgdthe
federal government. NIEM represents an ongoingaboliative
partnership of agencies and organizations acrdssewls of
government (federal, state, tribal, and local) amith private
industry for the purpose of effectively and effitly sharing
information at key decision points [26]. In recgaars, NIEM has
expanded to include other federal and state agemcieh as the
Office of the Director of National Intelligence, d&ral Bureau of
Investigation, Texas, Florida, New York, Pennsylaanand
others [26]. In addition to such nationally ledoet§, many efforts
at the state level are resulting in the creationrmeiti-agency,
multi-jurisdictional information sharing capabilitf-or example,
in 2003 a New York State Criminal Justice Inforroati
Technology Group representing 13 different Justigencies was

tasked with developing a framework for a new apghoi® state-
wide information sharing among criminal justice agies [20].
Insights from these efforts and others are incneggiavailable in
both the practitioner and academic literature asoueces to
inform and guide information sharing efforts in ethdomains.
Likewise, this section identifies and integrateslignges from
financial market regulation and interagency infotiora sharing
literature.

4.2.1 Interoperability asthe Key

The application and implementation of any inforroati
technology is nested within a particular organozaai,
sociological, ideological and political context [7Huccessful
cross-boundary information sharing requires undeding of the
different and diverse business processes and @eactithin the
actors’ organizations and in the broader contegtiwiwhich they
operate [7]. As argued by Pardo et al [35] interapd#ity not
only depends on the ability of systems to commugiedgth one
another, employing shared terminology and defingjobut also
requires management and policy interoperability.ekamination
of information sharing in the criminal justice aseimdicated that
differences in agency culture is a significant tearto inter-
agency information sharing [33], and requires tthentification,
understanding and accommodation of existing orggioizal
cultures within each agency [to enable successfatliisg. In this
context, interoperable management and policy is asenecessary
for each agency to reduce resistance to sharirayniation. An
understanding of the critical role of interoperapilin cross-
boundary information sharing highlights the needutmerstand
the social processes required to develop a shargerstanding of
terms, concepts and information used and availafilein each
agency [7], particularly considering that infornoeti is not
objective, neutral or readily available within eadency [36].

For organizations to work together to build intexmble systems
to share information, organization leaders must finderstand
the information sharing capability found in eaclaréing partner.
Information  sharing capabilities are dynamic, wdyrie
complementary and multi-dimensional in nature. lezadmust
assess the capabilities held collectively by thievaek to ensure
the relevancy and appropriateness of capability bezome
interoperable [29]. Within a broader view, thesenelisions of
capability can be classified into two closely retatbut distinct
components [29, 34], namely capability to creatéective
collaboration and capability to develop new systewmsd
procedures.

Capability to create effective collaboration inabsd five
dimensions, namely: business model and architeaeadiness,
strategic  planning, collaborative readiness, ogion
compatibility, and project management. Building alaipty along
these dimensions is necessary to develop mutuatrstahding
and to reduce resistance in information sharing iatebration.
Strategic planning is important for clarifying releand
responsibility among participants [32] and to ab¢e resistance
to change and incompatibility of technology [11}s&ssment of
business models is necessary to describe servit@perational
components of the organization, their interrelaglip, and the
technology used for implementation [25]. Assessnaérstrategic
planning, business model, and collaborative readinevill
generate information to inform understanding of théent to
which potential sharing partners are incompatilifealso will
inform and ideally, alleviate resistance and intganizational



conflict around information sharing. Each orgaricmat must
understand each other's missions, strategic planaimd needs.
To have this level of understanding, the agencifEnangage in
several types of collaborative activities, such a®rdinated
planning and training [34].

Capability to develop new systems and proceducensprised of
six dimensions, including: data assets and req@&nes
information policies, resource and project managemend
technology readiness. Data assets and requirements
information policies assessment refers to assessmef the
ability to provide and encourage sharing througkeaianging,
clear, and precise information policies and managenfB81]. This
requirement includes data governance and polidesgloping
policies for data stewardship and use [8, 10]. Eajsability also
relates to the management of resources owned Heratit
agencies. Appropriate resource allocation and pewoant
strategies to support the interoperable system. t€bknology
readiness consists of three elements, namely: oéogwn
acceptance, knowledge and compatibility. Technolggeptance
refers to the attitudes of actors toward changésgbiorth by
technology, reflecting the comfort of actors in giing a new
technology or initiative, the degree of trust ie thew technology,
and the beliefs on the usability and success din@logy or
initiative [31]. Technology compatibility refers the presence of
agreed-upon standards, interconnectivity amongetisegking to
share information, and experience of staff withrsttaactivities

[4].
4.2.2 Integrated Data

Two interrelated issues in the development of iratgl data,
namely: developing linked data and ensuring dategiity and
quality, were identified through the literature iev and field
study.

a. Ensuring Data Quality and Integrity

Data has a central role in financial markets. Ratgu$ as well as
firms need data for a variety of reasons; not #ast of which is
to protect consumers. Consumer protection, likeemothses
regulators and firms make of the data availabléhemm, requires
data to be of high quality and integrity.

The process of ensuring that data from tradingyesllance and
compliance activities is of sufficient quality fohe specific or
intended use can be a daunting task. Financial ehakta come
from many organizations; broker-dealers, banks, antber
sources, with many different data management @stuensuring
a high quality, integrated data infrastructure, luding
sophisticated data management strategies, repseaesignificant
cost [30]. Monitoring the markets in the new enmiment of
trading; with ever increasing transaction speedsl &he
production of vast amounts of data requires whele nlasses of
technology and a new approach to data management.

b. Developing Linked Data

Developing shared terminology and common defingiés one
element of creating an interoperable system [2@hi8l Tarullo’s
statement [40] in front of US Senate points at twgportant
issues for better oversight mechanism in financrarket 1)
access to high-quality and timely data that areawmmed and
standardized for supervisory agencies, and 2) tadadility of

data in appropriate usable form to other governragencies. His

assertion implies data sharing will occur throutdmdardization
and linked data [40]. The November 2009 NRC (Nation
Research Council) workshop describes the need temdard
language development to enable data aggregatiterpietation,
and analysis to support for controlling systematigks [12].
Technically, the development of common language scttema
through ontology will enable a linkage of differesystems which
would support more systematic and routine shaiiihg. ontology
will enables the creation of “shared and commoneustanding of
a domain that can be communicated between peopte
application systems [6]", and served as a langt@agepport data
translation and queries from different system dedi23]. The
development of common language facilitates autanratsoning
about financial systems and proposed regulatiohsrireg a
common understanding of financial structures, amiifating the
analysis of interrelationship in financial domairi&fort toward
developing linked data for financial market is albig being
invested in. For instance, O'Riain et al [27] prejmy a linked
data driven information systems for integratingficial data from
multiple web sources. They further outline the Erajes and
issues in addressing data integration in financmhrket
regulation, namely: a) an increase in data intgreddencies, b)
data quality and c) three different types of misrhattext/data,
schema, and abstraction level mismatch [27]. Desgiowing
research on ontologies for the financial domairrehis still a
great need for a stronger and more focused commebttween
regulatory and systematic risk.

4.2.3 Challengesto Sharing Information

As argued by Gil-Garcia et al [20], sophisticatgdtems do not
necessarily provide effective platforms for infotina sharing.

Integrating and sharing information across différagencies is a
difficult endeavor to undertake. For example, Ages

sometimes act defensively in protecting what thesy as their own
“turf’; which in this case is their data [21]. Thehallenges
confronting agencies as they work to share théarmation with

other entities range from political and managet@ltechnical.

This section introduces some of these importanadesiges.

a. Collaborative governance structure and shatnadegies

Agency resistance to sharing information is typicdriven by a
variety of reasons, such as to avoid additionatscoslated to
changes, to control risks, to protect autonomy addersarial
position [21], and to shun “reputation risk”, thata risk of being
relevant to the market and losing power over theketd30]. As a
result, agencies need to enact strategies to retheceisks of
information sharing.

One of the strategies proposed by Pardo, Gil-Gani Burke
[33] is through the development of an effective latmbrative
governance structure organized around the expectathat
agencies will be sharing information. They furthartline six
determinants of an effective collaborative goveosastructure: 1)
knowledge of information needs, 2) knowledge of

environment, 3) willingness to accommodate to therdity of
participating organizations and their goals, 4) Wealge about
participating organizations, 5) existing legislatioand 6)
executive involvement [33].

Developing information sharing and integration dafiy also

requires leadership and legislative support [21@ dchieve
interoperability across the boundaries of agemnclevels of

an

the



government, and even across national boundanieguires
leadership and authority from the most top elgv of
government. Because only the highest level of aitthawill

enable the formation of secure strategic partngrshuuild
comprehensive planning, secure necessary resowedshandle
conflicting interests across different agencies swstain the
governance of multi-agencies network [34].

b. Lack of authority

Lack of legal authority to access information washallenge

faced by many state insurance regulators [16].ifFstance, state
insurance regulators do not have the authorityctess the FBI's
nationwide criminal history record. As a conseqeenstate

insurance regulators have limited ability to preaverdividuals

with serious criminal records from entering theuirsce business
in their states. Inter-state migrations complictite issue when
individuals with serious criminal histories moveand [16].

The lack of authority for access is magnified bggfnented
regulatory structures which often overlap. Finahdredustry

actors and insurance companies find themselveslategu by

different institutions with different approachesragulation. The
fragmented structure creates two prominent chadlenga)

duplication and overlap of regulation and b) coritjmet among

regulators to be the first to protect consumerstarappeal to the
public [30, 37]. The overlap and competitivenessade to

redundancy and causes higher costs for firms agdlatory

agencies. It also creates confusion for firms ay tihust choose
which regulators to comply with. This situation alshallenges
regulators themselves as they work to understand fiims are

operating within the multiple fragmented and ovepiag systems
of regulation [30, 37].

A proliferation of complex hybrid financial prodscincreases
complexity of authority questions and hinders tHalitg of

regulators and consumers alike to identify andgatg potential
risks. The multiple jurisdictions governing the kets is
recognized as not only obstructing the oversight hybrid

financial products, but also confusing consumer§].[1For

instance, consumers might lodge a complaint abotylarid

product with wrong regulator and as a consequerites
complaint is not properly resolved by the apprdprigegulator.
To complicate the matter, the lack of a centralybéatilitating

information sharing or negotiating agreements abaeutat
information could and should be shared means that
appropriate regulator is often left in the dark][1Bhe result is
that regulators are left with limited views of issuin the financial
market that impede their ability to deduce potérgimblems in
the market.

c. Lack of enforcement action from the current sttamechanism

The Memorandum of Understanding (MOU) is the primar
mechanism used to establish information sharingeeagents.
However, the MOU has been criticized for a lackenforceable
actions which challenges the extent of sharing. M@U was
criticized for a high reliance on the “soft powdr mersuasion”
and willingness to cooperate, instead of taking aercive
approach [3]. The effectiveness of an MOU largedpehds on
the “goodwill” of the counterparties signing the MO In
addition, compliance with an MOU also depends o th
underlying legal authority and jurisdictions of bggarty [14]. In

a similar manner, multilateral arrangements acre#gons, as a

form of MOU, were also criticized for the high imfoation
asymmetries resulting from differences in legal teys,
supervisory arrangements, social and moral hafit,campetition
among financial centers for securities transact{@8n44].

d. Legacy information systems impede the access

Different regulators maintain different and separatformation
systems and these different systems can significaomplicate
routine information sharing. The integration offeiiént legacy
systems or the creation of interoperable systemobugxisting
legacy systems becomes a major hurdle [30]. Diffetegacy
systems result in systems that “don’t talk to eaitter” and create
various “gold copies” of data [30]. Gold copies erefto the
different data captured at different levels, orgations, and
formats. These gold copies pose challenges toatataracy due
to the different formats and metadata and affeet léwvel of
understanding about the data [30]. Consideringitiffatmation is
constructed from data, the problem with data aayureould
distort the resulting information and create mdparriers for
routine information sharing.

e. Protection of sensitive data and information

Financial regulators expressed their concern dweptotection of
sensitive data and information In particular, theypressed
concerns about the need to balance inclinatiorshtwe and the
need to protect different types of regulatory infation with

varying degree of sensitivity [16]. The legal sture previously
installed to protect financial market consumerghsas the Bank
Secrecy Acts, sometime prohibit the disclosure eitain

information [19].

This concern is not a unique problem to financiahrket.

Information security and protection are still majoncerns in
information sharing across different federal agesicLooking at
the case of sharing terrorism related informatsimws a variety
of weaknesses in the control of information seguirt federal

agencies [17]. Based on the 2008 GAO reportl, dlrmts24

major federal agencies continue to have problenth wccess
control and security management and about 20 fedgencies
have issues with configuration management for mfdion

protection [17, 18]. Pardo et al [30] also pointedhe challenge
of data protection in the financial market. To gharformation

with various different agencies necessitate suffiti data
protection. With much information that flows aroundgulators
need to ensure adequate protection of privacy aogrigtary

information. Systems to protect the data and in&diom against
intrusions exist but the problem lies on the pritecof data and
information privacy [30].

The development of information policies for infortioa sharing
and integration can be challenged by two factory, the
conflicting interest of multiple agencies and 22 tension among
security, privacy and sharing needs [30]. Eachrfaial regulator
governs particular financial segments based onr thession;
these regulators intend to protect their autonomy adversarial
position that can sometimes conflict with otheruletprs. As
previously discussed, information sharing requinetsie are
sometimes hindered by the need to protect sensitata and
privacy rights. There is a conflicting issue betwéee need to use
shared information with the need to protect theesamformation

Thttp://www.gao.gov/new.items/d09546.pdf




for being misused [9]. Dawes [9, 10] provides afuistamework
for understanding information policies supportingormation-
based transparency initiative. Dawes proposed anbg of two
complimentary requirements in the framework,
information stewardship and information usefulng8s 10].
Stewardship “conveys the idea that all public e and
government organizations are responsible for hagdli
information with care and integrity, regardless itsf original
purpose or source [9, 380]". Using this lens, ratpis must
handle any information with care regardless of Wieinitiator or
owner of the information is. This principle requiragencies to
forgo their differences and could alleviate thea@n of misuse.
Information usefulness, on the other hand, referthé principle
that the information is beneficial. Making the infaation more
accessible provides a wide variety of public andgte uses [8,
10]. This framework of stewardship and usefulnessviges
useful guidance for financial regulators in devabgp policy
management to support inter-regulators informasbaring and
integration. Policy management refers to the “wayekpress,
analyze, and realize desired sharing system behi@38h

4.2.4 Trusted Social Network

Systematic inter-organizational information sharimegjuires the
creation of networks consisting of various diffaragencies and
at different levels. A network might consist of angzations with
overlapping business processes and non-standardigesimilar

information [35]. It might be populated by officsafrom various
different agencies, each having different cultupgsctices and
rules to follows. The diversity of actors in thigtwork could

generate a range of potential conflicts of interBstrdo et al [30]
argued that managing conflict of interests amon{ferint

regulatory agencies might be regarded at one of piti@ary

challenges for 21st century financial market refguta

There exists high competitiveness among differesgulatory
agencies, each strives to become or maintain teictional
relevance to the market [30, 37]. Considering tlgh Ipotential
for conflict and power negotiation among differeagencies
involved in regulating financial markets, enactirtgusted
relationships becomes key element to ensuring reigte sharing.
Trust within the network could change the way peoplork,
communicate and share information hence trust besothe
“catalyst for information sharing [20]". Regardless seems, of
the sophistication of system, communications anarisf still
benefit from strong interpersonal capabilities.

5. CONNECTING FINANCIAL ACTORS,
CHALLENGES, AND RISKS

Drawing on the analysis in the previous sectiorsjdentify eight

challenges to information sharing in financial nerkegulation

resulting from fragmented regulatory structuresUs financial

markets (table 1). These include: 1) lack of authdor cross-

jurisdictional products, 2) conflicting organizatal cultures, 3)
challenges due to data interdependency and legestgnss, and
4) the need for collaborative governance. In addijtifour other
challenges emerge as side effects of institutioesponses to this
fragmented structure, namely, a need 5) to devbited data

and a common language, 6) to protect sensitive datd

information, 7) to develop necessary capabilities éxisting

information sharing and 8) to create more robuséria

mechanisms and policies.

namely

The financial market regulatory structure in th&Us fragmented
with different actors regulating different productSonsidering
the diversity of financial market stakeholders dhdir role and
interest in the market, the identified challengesll \affect
different actors in the financial market differgntFor each of
these actors, the different impacts of these chgdle represent
the risks that need to be addressed by them. nsition, we
correlate the identified challenges with the priynactors in
financial market regulation and identify the riskssociated with
the challenges for each actor (table 1).

The risks that government (federal and state) dR@sSface are
comparable and include 1) having a limited abilitysee built-up
vulnerabilities in the market [21], 2) having réaisce to change
in order to maintain “turf” [16, 35], 3) hinderirigteroperability

due to differences in metadata and data formas$, [@nd 4)

competitiveness and conflicting interests amongulegrs [30].

The regulators might also need to invest in engudata quality,

developing linked data, and assessing gaps in djesb

Although the risks faced by Federal and State e¢gts and the
SROs are comparable, the magnitude of impact isntifhes
different. For instance, having limited ability ®ee built-up
vulnerabilities could create a larger impact fodé&ml agencies
compared to the SROs. The resulting risks could affect the
effectiveness of relationships among these regua&specially
considering that the sharing practices among medérdl and
state agencies are primarily informal and ad ho8].[Zor
instance, federal agencies and state governmenid cehare
trading information and be involved in joint enfensent
coordination.

The risk of resistance to change in order to maintaf and the
risk of competing and conflicting interests coulidermine their
joint efforts to share. As example, the report lne tGAO
indicated how sharing between state and federahcgs as
illustrated by the case of state insurance regidadod the FBI,
are sometimes not fruitful due to the lack of autigoand
jurisdictions. The state insurance regulators caowdtlaccess the
criminal record of an insurer in the FBI databasd aere thus
unable to assess and prevent potential fraud [16].

For the actors in the financial market industryading firms,
broker-dealer, rating agencies, investors, etogsdhchallenges
also induce risks. The authority barriers and igad¢e sharing
mechanisms could create confusion for market adtoréling
complaints or in identifying relevant informatiomhe report by
the GAO illustrates how difficult it is for consumseto lodge
complaints on hybrid products due to the level ofmplexities
and the intersectional and multilayered naturenarfcial markets
[16]. The lack of coercive power on the current rstta
mechanism among the regulatory agencies could aksate an
opportunity for irresponsible actors to gain adeget by
manipulating the system [14].

As the previous GAO report indicates [16], an ieswho has a
criminal record could manipulate the system by mgvio other
states and create a similar fraud because the Bstateance
agencies could not access the criminal record ie HEBI
databases. The barrier due to lack of authoritylagdcy systems
could complicate the effort by the public to idéntand access
relevant information.



Table 1. Actors, Challenges and Risks

Challenges Gover nment

SROs

Fin. Industry Actors Public

Mitigating authority Limited ability to
barriers - Lack of authority identify built-up
and cross jurisdictions vulnerabilities [24]

Limited ability to
identify built-up
vulnerabilities [24]

Confusion in
identifying relevant
information [18]

Confusion in filing
complaints

Accommodating different
organizational cultures

Resistance to change
brought forth by new
systems [9, 35]

Resistance to change
brought forth by new
systems [9, 35]

Different metadata and
formats inhibit
integration and
interoperability. [27]

Legacy systems and data
interdependency impede
access

Different metadata and
formats inhibit

integration and [30]
interoperability [27]

Different reporting
formats increase cost

Multiple points of
access [16]

Developing collaborative
governance culture —
involvement of high-level
officials and political
leaders

Conflicting interests
among regulatory
agencies — the

of being relevant to the
market [30]

Conflicting interests
among regulatory
agencies — the
competitiveness and riskscompetitiveness and
risks of being relevant
to the market [30]

Developing linked data
and a common language 1 quality in large datasets
Ensuring data quality and| [30]

integrity

Investment to ensure daialnvestment to ensure
data quality in large
datasets [30]

Distortion due to low
quality data.

Investment to ensure
data quality for
compliance [30]

Protection of sensitive dataLiabilities of privacy and
and information, balancing proprietary data and
usefulness and stewardshignformation [30]

Liabilities of privacy
and proprietary data andand proprietary data anddata
information [30]

Liabilities of privacy Security of personal

information [30]

Lack of enforceable action Dependence on the
for the current information| “goodwill” of
sharing mechanism counterparties [3, 14]

Dependence on the
“goodwill” of
counterparties [3, 14]

Opportunities to
manipulate the system

Higher vulnerability
to fraud and
exposures

Developing capabilities fo
collaboration and
developing new
procedures

Gaps in capabilities that
hamper collaboration

[34, 35] [34, 35]

Gaps in capabilities tha]
hamper collaboration

*) Intersection of challenges and actors represents the risk

The relationship between regulators and the publimaintained
through two primary activities: 1) public accessitformation,

and 2) requests for comments on new regulatory gualp [2].

Legacy systems and differing jurisdictions couldulein the risk

of multiple points of access [16], because the ipufths various
points to access information. On the one hand,iplelpoints of

access provide a wider range of information for theblic to

compare and contrast. On the other hand, multigimte of

access could create confusion as to which infoonats most

relevant for them. As result, despite the notalbngparency
effort by regulators to open up access to inforamatind enhance
the public consultative process, this ¢ooal will make the

public, especially individual investors, more vulaligle to fraud

and more exposed to losses. Their inability to tifemelevant

information could distort decisions that ordinanyéstors make
regarding their investment.

The challenge of protecting sensitive data and remgudata

quality and integrity also creates significant sigkr the financial
industry and the public. The challenges of protertsensitive
data significantly correlate with the firm’s inve®nt in ensuring
data quality, compliance and privacy protectionisTéondition

creates a risk of protecting the security of thespeal data and
information for the general public. For public,istrchallenge
correlates with the risk of breach in personal aatd security of
personal data. For financial industry, the chaliegrrelates to
the risk of liabilities related to privacy and prigtary data. The
financial industry might have to invest heavilyreduce the risk
of liabilities due to personal data breach.

6. FUTURE DIRECTIONS

Through the review on literature in the interagendprmation

sharing and integration, this paper provides atiainframework

for understanding the challenges regptito inter-agency
information sharing for financial market regulatof®cusing

primarily on the information flows between the diffnt agents
playing significant roles in the regulation of fir@al markets.



There are a number of other areas in which compatet
information science research can help support itifirmation

and knowledge sharing, through analyses of the stypé
information and knowledge that should be sharedvéet the
actors. For example, better analytic tools coulddoon a formal
specification of trading data and financial actdrshavior. High
level languages for identifying patterns of intérés.g., fraud
signatures) in financial data streams should endtghly

scalable, real-time analysis of data streams tga@updecision
making. As another example, data mining approachiisbe

essential to detect patterns of activity that poed@nomalous
market behavior, such as the May 2010 “flash cfashidentify

the possibility of manipulative or fraudulent piigetthat warrants
further investigation. Predictive data mining coldd useful for
identifying impending market destabilization or rpanation and
developing better “circuit breakers.” Social netWwoanalysis
could be used in combination with structured dataptovide
evidence of individuals or organizations engagethappropriate
activities. Financial market professionals cantbetinformation
they need to support their high-stakes decisionimgak The
ensuing research should lead to new models of cingpisystem
design, and data analysis that can improve practipe this

important and challenging domain.
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