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Abstract — Despite the claimed benefits of e-voting initiatives, wider adoption of e-voting mechanisms and implementation
processes is slower than expected. Several technical, social, and cultural challenges hinder generability and applicability of e-
voting. Amongst them, the evaluation and harmonization of e-voting systems, given different legal and statutory frameworks, is
still an important challenge to overcome. Yet, only a few works have addressed this topic in the field.

This article aims to contribute to further understanding this unexplored topic by applying a practical evaluation framework to Helios
Voting, one of the most widely used e-voting tools to date. Our framework, strongly based on the technical and security
requirements issued by the Council of Europe in 2017, is a valuable source of information for election officials, researchers and
voters to understand the strengths and weaknesses of Helios Voting and, as a result, to improve decision-making processes
regarding the type and size of elections that can be securely handled by Helios Voting. The ultimate goal of our paper is to
conceptually and practically support the gradual, secure and protocolized expansion of e-voting.

Index Terms — e-democracy, e-government, e-voting.

1 INTRODUCTION

NFORMATION and Communication Technologies

(ICT) have had a huge impact in the day-to-day lives of
billions of citizens in recent years. Back in the early 2000s,
it was widely anticipated that ICT would also influence
public elections and other democratic processes, as an in-
tegral part of what has been labeled e-democracy.

More than one decade after, that promise has not been
realized yet. Some countries such as Estonia, Australia,
Norway, Switzerland, Germany, and Canada have imple-
mented i-voting systems for legally binding elections total-
ing more than 6 million votes cast. Among them, only Es-
tonia has used i-voting in each general election and for the
whole census. Nonetheless, security flaws have been re-
ported, which might have jeopardized the elections’ re-
sults [1].

Certainly, e-voting is a multifaceted discipline that
needs to take into account a complex combination of tech-
nical and non-technical issues that often evolve around the
topic of security:
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=  The need to fulfill simultaneously two antagonis-
tic properties: integrity and privacy.

= The consideration of democracy’s legitimacy as
the main outcome of electoral processes, which re-
sults in the need of preventing any potential at-
tacks and frauds that could be very difficult to re-
vert once elections are over.

= The existence of a traditional voting system which
is reasonably simple, intuitive, verifiable and
functional.

= Voters’ devices, of which 30-40% may be infected
by malware [2].

* The network, particularly when it is related to a
relevant record of attacks linked to the associated
cryptographic protocols [3], [4].

= The e-voting system, which oftentimes carries
vulnerabilities serious enough to put the elections
in jeopardy [1], [5], [6], [7].

The attacks coming from foreign nations during, for ex-
ample, the i-voting experiences in the US and Australia
among others, together with the increasing alert globally
speaking (i.e. [8]) show the importance of the link between
tecnhnology, on one hand, and society and culture, on the
other [9], [10], [11], [12]. It is also critical to assess security
in electoral democratic processes taking the aforemen-
tioned link into account.

Despite the relevance of security in e-voting processes
and the growing international experience [13], the harmo-
nization of e-voting systems, given different legal and stat-
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utory frameworks, is still an important challenge to over-
come. Yet, only a few works have addressed this topic. In
2015, the IEEE reactivated the 1622 Committee on Voting
System Standards, but it only included a set of recommen-
dations instead of specific requirements or proofs. In 2016,
Neumann proposed a probabilistic framework for e-voting
schemes [14]. Subsequently, Marcos et al. introduced a
comprehensive methodology with technical and legal re-
marks as well as practical recommendations in their eval-
uation system [15] presented during the E-Vote-ID 2016
conference [16]. In particular, they considered the Council
of Europe e-voting requirements [17], as well as a set of 41
technical and practical factors evaluated by 21 interna-
tional experts in the e-voting field.

In this regard, the Council of Europe (CoE) updated in
2017 its Recommendation 2004(11) on legal, technical and
operational standards for e-voting. Despite its non-binding
effects, both the new document [Rec. 2017(5)] and the
Guidelines that complete its content establish a legal
framework that aims at serving as guidance for e-voting
practicioners.

The 2017 version takes note of the evolution of the e-
voting field over the last two decades. For instance, the
Recommendation pays especial attention to remote voting
(Internet voting), whose most important implementations
took place after the approval of the first version. Accord-
ingly, certification, verifiability and transparency issues
are duly covered as concerns whose importance grew
along with Internet voting deployments.

Past experience proves that both electoral authorities, e-
voting companies and other players appreciate this norma-
tive compendium, but systematic and consistent research
applying CoE’s recommendations to e-voting real-word is
still missing. That’s why initiatives assessing the compli-
ance with CoE’s standards of given e-voting solutions will
likely strengthen the crucial role of the Recommendation
and pave the way for a real standardization / harmonizar-
ion of e-voting platforms.

In this paper we aim at contributing to this unexplored
topic by applying the aforementioned practical evaluation
framework to Helios Voting [18], [19], a widely used e-vot-
ing tool developed by Harvard University researcher Ben
Adida. Helios Voting is considered a benchmark for e-vot-
ing, having been used in more than 1,000 binding elections,
mostly in academia/university environments, to cast over
100,000 votes. We hope that the thorough analysis and the
final recommendations can become a relevant source of in-
formation for officials and researchers in order to establish
a safe range of implementation for Helios Voting and ulti-
mately contribute to a secure and protocolized expansion
of e-voting sytems.

The remainder of this paper is organized as follows: sec-
tion 2 introduces the most relevant related works and cryp-
tographic foundations to this article. Section 3 includes a
brief explanation of the evaluation methodology itself [15].
Its practical application to Helios Voting is detailed in sec-
tion 4 and the results and limitations are exposed and ana-
lyzed in section 5. Finally, the conclusions and future
works are explained in section 6. Additionally, Appendix A
is devoted to a brief introduction of Helios Voting, with a

special emphasys in its voting process and implemented
cryptographic tools.

2 RELATED WORKS AND CRYPTOGRAPHIC
FOUNDATIONS

2.1 Related Works

One of the most relevant research to date is that of Braun-
lich, Grimm and Richter in 2013 [20], in which the authors
presented the first interdisciplinary collaboration to trans-
form legal requirements into technical criteria. In particu-
lar, the authors come up with thirty Technical Design
Goals (TDG), built upon the KORA method (Konkretisier-
ung Rechtlicher Inforderungen, Concretization of Legal
Requirements) [21], and which had been previously used
for other sectors such as mobile devices.

Building on the work by Braunlich, Grimm and Richter,
Neumann, from the Technische Universitit Darmstadt in
Germany, combined the previous methodology with the
Common Criteria for IT-Security Evaluation [22] and de-
fined sixteen technical requirements to link the legal crite-
ria with Braunlich’s TDGs.

Although Neumann's research [14] contributes to build-
ing a valid framework, it still presents some limitations,
namely:

On one hand, the security evaluation framework targets
at schemes rather than complete systems. On the other,
Neumann himself introduces an example of a structural
flaw that would not be detected with his evaluation
scheme: “for instance, the Vote Forwarding Server and the Vote
Storage Server of the Estonian Internet voting scheme are devel-
oped and maintained by the same vendor” [14, p. 135].

In addition, the security evaluation is based on the as-
sumption that voters will sufficiently utilize the verifica-
tion tools provided by the system. Unfortunately, e-voting
application has shown that voters tend to not verify: in one
of the biggest electoral e-voting initiatives to date in New
South Wales in 2015, only a 1.7% of 283.669 votes were ver-
ified [23]. Finally, Neumann's framework is based on prob-
abilistic attack strategies (either an attacker is capable of
causing certain impact or s/he is not), applying Monte-
Carlo simulations [14]. It is an interesting approach indeed,
although only at a scheme level and, therefore, less useful
for a practical evaluation of the e-voting tool.

As aresult, Neumann concludes “we therefore recommend
to incorporate the security evaluation framework into a larger
decision-support system for elections officials” [14, p. 138].

Building on Neumann’s work, Marcos, et al. present a
proposal of a decision-support system in the form of a
practical evaluation framework [16]. It is compliant with
the 2017 Council of Europe’ guidelines (“Guidelines on the
implementation of the provisions of Recommendation
CM/Rec(2017)5 on standards for e-voting”), by the Direc-
torate General of Democracy and Political Affairs [17] with
regards to the five key principles of a democratic election
(universal, free, equal, direct and secret) depicted in the
same document. Section 3 presents a simplified version of
the system.
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2.2 Cryptographic Foundations

One of the key aspects to analyze an e-voting system is the
underlying cryptographic primitives implemented. De-
pending on which ones are introduced, the e-voting tool
could present vulnerabilities that might put the elections
in jeopardy. Therefore, in order to facilitate the overall un-
derstanding of the technical aspects of the evaluation per-
formed in section 4, we introduce a brief list of simplified
cryptographic foundations or building blocks directly
used by Helios Voting. They are all integral part of Helios’
cryptographic implementation and therefore relevant for
the system evaluation.

The subsequent definitions are based on a recent work by
some of the most renowned experts in the cryptographic
and e-voting fields such as Barbara Simons, Ron Rivest, Pe-
ter Ryan, Ben Adida (author of Helios Voting) or J. Alex
Halderman among others[2]:

The first building block is the_additively homomorphic
(public key) encryption. The space of plaintexts is a group
structure over a binary operation +. Then, given the cipher-
texts wi= Enc(pk, v1) and . =Enc(pk, vs), there is a cipher-
text p which can be computed and corresponds to an en-
cryption of Enc(pk, v1+v2). Itis also required that if, at least
one of y;, Y is uniformly shaped over all ciphertexts, the
output y follows the uniform distribution over all cipher-
texts of v+ va.

It has two main direct applications in Helios:

1. Givenk ciphertexts 1,..., pk encoding k votes vj,...,
v € {0, 1} it is possible to derive a single ciphertext
which encodes T = YX, v;. In practice, T is used to
derive the tally of an election if each plaintext vote v;
corresponds to the choice made by the i-th voter.

2. Itis possible to refresh the randomness of 1 for =
Enc(pk, v) by processing v with Enc(py, 0)

The second building block is the_zero knowledge proof,
a protocol between two parties: the prover and the verifier
with a language L = {x | 3w : R(x,w)}, R being a polyno-
mial-time predicate in a parameter k and x and w strings of
length k. The ZKP protocol allows the prover to convince
the verifier that she is in possession of a witness w about
the fact that x e L.

A variation of the ZKP is the non-interactive ZKP or
NIZKP. In this protocol, the prover is able to produce a
string 1 in one move, which convinces the verifier about
the status of x € L. Therefore, a NIZKP requires a public
parameter p produced by an independent third party. In
the case of Helios Voting, a NIZKP is used for the Sako-
Kilian mixnet (see below) to proof that the shuffle of the
ciphertexts containing the valid votes is performed cor-
rectly.

Next, given parameters (p, g, g) where p and g are large
primes such that g |p - 1, g is a generator of the multipli-
cative group Zz and a number # of trustees, ElGamal, the
third building block, defines the following operations [24]
used in Helios:

1. Distributed key generation: Each trustee i € n se-
lects a private key share x; €z Z; and computes a
public key share h; = g*imod p. The public key is:
h=nhy-.. h,modp.

2. Encryption: Given a vote v and a public key £, se-
lect a random nonce r €, Zy and derive the ci-
phertext (a,b) = (g"mod p,g™ - h” mod p).

3. Re-encryption: Given a ciphertext (a, b) of a vote
and a public key h, select a random nonce 1’ € Z;
and derive the re-encrypted ciphertext (a',b") =
(a-g"modp,b-h" mod p).

Finally, in the_Sako-Kilian mixnet, all inputs are El-
Gamal ciphertexts corresponding to valid Helios votes. A
mix server takes N inputs, re-encrypts them using re-en-
cryption factors {s;}; ¢ 1,y and permutes them according to
the random permutation my, so that d; = Reenc(cy ), S;)-

3 EVALUATION METHODOLOGIES

The evaluation of e-voting systems against legal provisions
has been an issue to which Braunlich, Grimm and Richter
[20] greatly contributed by presenting the first interdiscipli-
nary collaboration refining election principles into technical
design proposals.

Subsequently, Neumann [14] identified the shortcomings
of Braunlich’s approach and developed a set of technical re-
quirements to link legal criteria with Braunlich’s technical de-
sign goals.

While Neumann’s work introduced an undeniable im-
provement, it was still a scheme evaluation tool based on
probabilistic proofs and Monte-Carlo simulations rather than
a practical framework to provide evaluation information for
election officials.

Partially based on [14], Marcos et al. studied the shortcom-
ings of Neumann'’s scheme against the Spanish Constitution
[25] and the Council of Europe’s Standards for Electoral Law
and e-voting system certification [17], and proposed a com-
prehensive evaluation system [16], which included the fol-
lowing steps:

1. Definition of an homogeneous set of e-voting re-
quirements based on: the KORA methodology [21],
the CC and ISO 27001-IT Grundschutz guideline
[22], their integration by Simic-Draws et al. [26], the
Council of Europe Guidelines [15] [17] and Neu-
mann’s methodology [14].

2. Formal equivalence between point 1 (e-voting re-
quirements) and Braunlich [20].

3. Consultation with more than 30 international ex-
perts in e-voting (both from academia and industry)
to review the methodology and add weighting fac-
tors.

4. Formal definition of the practical evaluation frame-
work, including two sine-qua-non requirements and
41 evaluation items.

It is worth emphasizing the work by [16] aimed at linking
for the first time the end to end verifiability (E2Ev) and coer-
cion resistance (CR) to the legal requirements for any demo-
cratic election according to both the Spanish Constitution and
the Council of Europe [27], [25]: “the Parliament is, elected by
universal, free, equal, direct and secret suffrage”. Correspondingly,
The Council of Europe [27], claims that: “The five key principles of
electoral law are: universal, equal, free, direct and secret suffrage and
they are at the root of democracy” (article 68 of the Spanish Con-
stitution [25]).
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More precisely, Marcos et al. introduce the equivalence of
the aforementioned five key principles into a formal verifica-
tion of the end to end verifiability [28] + elegibility verifiability
[29] for the universal, free, equal and direct properties and the
coercion resistance [30] for the secret requirement.

The previous system, while sound from a legal point of
view, presents similar limitations to Neumann’s methodol-
ogy [14] given the lack of coverage of many of the technical
and practical aspects of a complete e-voting system.

As aresult, a set of five requirements for e-voting systems
was included partially based on the research by Popoveniuc,
Benaloh, Rivest, Ryan and Volkamer [28], [31], [32], [33]. Fi-
nally, the requirements were codified, refined and itemized
into 41 specific items by partially applying Zissis and Lekkas
[34] and New Zealand’s Department of Internal Affair’s Re-
port on e-voting [35] 1.

Once completely defined, the authors established the com-
plete correspondence between Braunlich’s TDGs and [16], as
presented in Figure 1 and Table 1:
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Fig. 1: Integration of Braunlich and Marcos et al. 2016 schemes , hav-
ing been previously used by [16].

TABLE 1
CORRESPONDANCE OF MARCOS ETAL. 2016 AND BRAUNLICH
SCHEMES
Requirement Legal Criteria [19], Technical Design
[19] Goals [20],[14]
E2Ev + Ele. Equality of votes, TDG 5 TDG 12,
Ver. availability, appropria- TDG 19, TDG 20,
tion, assurance, data TDG21, TDG?25,
transparency TDG 26, TDG
27, TDG 28
Privacy (CR) Unknowableness, as- TDG 1, TDG 2,
surance, unlinkability TDG 22, TDG 23
Inviolability Public control, data TDG 6, TDG 24,
controllability, assur- TDG 26
ance
Usability Usability TDG 14, TDG 15

1 For a complete explanation of the previous process, please refer to the-

Monit./Audit. Data controllability, in- TDG 3, TDG 5,
dividual control, pub- TDG 7, TDG 8§,
lic control, neutrality, TDG 9, TDG 11,
data transparency TDG 18, TDG 24,
TDG 29, TDG 30
SW Develop- Data economy, data TDG 4, TDG 8§,
ment controllability TDG 10, TDG 11,
TDG 13, TDG 14,
TDG 16, TDG 17,
TDG 20, TDG 21,
TDG 22, TDG 29
Scalability Assurance

After the consultation with experts from Canada, France,
Norway, Switzerland, Germany and Spain, the evaluation
methodology was refined. In particular, the experts reviewed
the requirements and assigned a weighting factor to each of
them to fine-tune their specific importance within the practi-
cal framework. The weighting-factor allows for an intuitive
and easy understanding of the evaluation methodology. Ad-
ditionally, a comparative-legal approach has also been taken
into account, in particular the work by Driza-Mauer and Bar-
rat [36]. The feedback was included in the evaluation frame-
work, as shown in Figure 2.
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Fig. 2: Complete practical methodology for the evaluation of E-Voting
Systems.

Figure 2 actually shows that there are two types of criteria
and evaluation terms. First, the sine-qua-non one, for which
end-to-end verifiability + elegibility verifiability and coercion
resistance [29], [30], [37] represent the five mandatory princi-
ples of a democratic election (Spanish Constitution [25] and
the Council of Europe [27]). Accoding to this criterium, eval-
uation is not in terms of a numerical value related to perfor-
mance but rather as “holds” (o) or “does not hold” (x). There
is a third possibility, when the property “holds under certain,
plausible assumptions” (A).

The second criterium is a quantifiable requirement, which
are evaluated from 0 to 10 with a one decimal accuracy. In or-

original work in [15], [16].
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der to calculate the numerical evaluation, each of the 41 spe-
cific, measurable items are reviewed with three possible vere-
dicts: non-compliant (x), partially compliant (A) and compli-
ant (o) 2

The final objective of this analysis is to offer a comprehen-
sive, multi-faceted evaluation in one research article. The ex-
planation of each of the evaluation items has been simplified
due to space constraints.

4 EVALUATION

In this section, we analyze the current version of Helios Vot-
ing, available at the official website [19]. More recent versions
such as Belenios [38], Helios-C [39] or KTV-Helios [40] have
not yet been fully deployed and therefore the practical evalu-
ation framework cannot be entirely applied.

Helios Voting [18] is a free, open-source, web-based e-
voting system. It has been used in several relevant binding
elections, such as the ones held in the Catholic University
of Louvain [41], the International Association of Crypto-
logic Research [42], and Princeton University [43]. Alto-
gether, more than 100,000 votes have been cast with Helios
Voting. It is widely considered the cornerstone in open-
source e-voting and is one of the main references to de-
velop new voting systems.

Currently, the latest version is fully available online, in-
cluding a Github repository with the source code [19] as
well as other technical documents and a FAQ section.

From a cryptographic standpoint, Helios exploits the
additive homomorphic and distributed decryption proper-
ties of ElGamal [24] and the Sako-Killian mixnet protocol.
It also uses the Chaum-Pedersen protocol [37], as a proof
of decryption.

For a complete explanation of Helios Voting protocol,
please refer to Appendix A.

4.1 End to end verifiability and elegibility
verifiability

Currently, there does not exist a formal, universal definition
for end-to-end verifiability (E2Ev). Although there are several
tools for the symbolic analysis of security protocols such as
ProVerif [44], AKISS [45] or APTE [46], accepting equivalence
properties, they do not have a good application to e-voting
systems because they all face the same unresolved challenge:
associative and commutative operators are out of reach, mak-
ing it impossible to analyze the following homomorphic
property, as pointed out in [47]:

enc(pk; vy) * enc(pk; v,) = enc(pki vy +v;) (1)

As a consequence, the challenge of formally defining veri-
fiability remains unresolved, which results in case by case
analyses.

The most widely accepted definition of E2Ev is comprised
of three properties [28]:

1. Castasintended: voters can get convincing evidence
that their encrypted votes accurately reflect their
choices.

2 For a complete explanation of the methodology, the detailed definition

le reclu're ents and the 41
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2. Recorded as cast: voters can check that their en-
crypted votes have been correctly included by find-
ing exactly the encrypted value they cast on a public
bulletin board.

3. Tallied as recorded: any member of the public can
check that all the published encrypted votes are
properly tallied, without knowing how individuals
voted.

The first two properties are usually referred to as individ-
ual verifiability and the last one as universal verifiability.

For the cast as intented property, Helios introduces the
cast-or-audit approach: the voter can audit her vote as many
times as she wants, until she is convinced that Helios is trust-
able. Regarding recorded as cast, the voter receives a hash of
her encrypted vote, which can later check on the bulletin
board. Finally, for the tallied as recorded condition, ElGamal
together with the Sako-Kilian mixnet are implemented. They
also include a ZKP as previously explained.

Because of all of the aforementioned measures, Adida, the
creator of Helios Voting, concluded that the system is end-to-
end verifiable [18]. Certainly, in an ideal scenario, the system
would be E2Ev if it both the bulletin board and the election
authorities were acceoted as being honest. Otherwise, any of
these two parties could irregularly add votes cast by invalid
voters (“ballot stuffing”).

An interesting approach on verifiability in Helios, from a
broader security standpoint had previously been introduced
in [48], [49], [50].

Specifically, Volkamer was among the pioneers in ad-
dressing the security issue in [50]. More recently, Neumann,
Noll and Volkamer herself presented a very interesting prob-
abilistic approach on security applied to privacy [49], which
is briefly introduced in the subsequent subsection 4.2 about
coercion resistance, the most demanding type of privacy for
e-voting systems.

With regards to security applied to verifiability in Helios,
Bernhard et al. proved in [48] that the KTV-Helios scheme [40]
provides verifiability if the register of eligible voters and the
voting devices are trustworthy. For public binding elections,
such assumptions are not to be taken carelessly.

In addition, Bernhard, Pereira, and Warinsch [51] and
Adrian et al. [4] identified important flaws in the Fiat-Shamir
heuristic, used in the Helios Voting scheme for the NIZKP.
More specifically, Helios implements a version known as
“weak Fiat-Shamir” which can the tallying procedure to run
indefinitely and even tamper with the election result.

To address that vulnerability, Cortier et al. introduced a
variant known as Helios-C (Helios with credentials) [39]
which softens the premises to guarantee E2Ev, requesting
honesty from either the bulletin board or the election author-
ities. Under these conditions, Helios is E2Ev and adds eligibil-
ity verifiability, needed to avoid “ballot stuffing”. Further,
given the suitability of Helios Voting in student government
bodies, local clubs, online groups, and other education-re-
lated organizations [18], it could be easily be accepted that
there is a low risk of corrupted bulleting boards or election
authorities. Similarly, addressing the flaws in the Fiat-Shamir

evaluation items, the reader can refer to the original work in [15], [16].

[redistribution requires IEEE permission. See http://www.ieee.org/publications_standards/publications/rights/index.html for more
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heuristic request a considerable investment in time and re-
sources to be exploited. However, elections in local clubs or
student government bodies are usually not challenged by
high-skilled attackers.3

In sum, given the current use of Helios Voting, we can ac-
cept that bulleting boards and election officials are honest
and, therefore, that Helios Voting is E2Ev.

Evaluation: A. E2Ev holds under certain, plausible as-
sumptions. In such case, the universal, free, equal and direct
properties (Council of Europe [27]) are met according to the
definitions in Barrat [52], [53] .

4.2 Coercion resistance

There are three levels for privacy [30]: voter’s privacy (the
vote is not revealed to anyone), receipt-freeness (the voter
cannot get a receipt or any proof that shows how she voted),
and cercion resistance (CR) (a voter cannot cannot prove to a
coercer that she has voted in a certain way, even if she is will-
ing to). CR is therefore related to the highest degree of pri-
vacy.

According to Adida [18]: “with Helios, we do not try to
solve the coercion problem” and therefore “privacy is en-
sured by recruiting enough trustees” (p. 1). Despite this state-
ment, several authors have addressed ballot privacy attacks
on Helios voting [37], [51], showing concern as the following
examples shows.

We consider an election with t; ... t; candidates and three
eligible voters idy, id,, ids. Let also id; be dishonest.

The bullentin board for the honest voters looks like:

idy, ciphy, spkq, spk'y )
id,, ciph,, spk,, spk', 3)
In which, for i € {1, 2} we have:
ciph; = (ag1,by1)s -, (@ip biy) @)
spk; = (@1, bi1, i1, 500, @12, D'11, T2, 5 10)) oo ®)
(@i by €300 810,50, b' 10, €10, 8710)
spk'; = (@;, b, ¢;, 5, @', b';, €1, 5";) (6)

ciph; is the i-th encrypted ballot, spk; shows that cipher-
texts (al-,l, bi,l)' s (ai,l, bi,l) contain either 0 or 1. spk’;
demonstrates that (a; - ... a;;), (b1 * «.." by, ) contain 0 or 1.

The adversary selects a valid vote from the BBbullentin
board: idy, ciphy, spky, spk'; being id; the voter whose pri-
vacy will be compromised. The adversary submits
ciphy, spky, spk';, and the BB is composed as follows:

idq, ciphy, spkq, spk’y 7)
id,, ciph,, spk,, spk', )
ids, ciphy, spky, spk'y 9)

For elections with a reduced number of voters, privacy could
be compromised if one or several dishonest voters agreed on
acting as id; in the previous example. Moreover, if the at-
tacker wanted to cast an invalid vote, he could exploit malle-
ability. Thus:

Given a valid vote vi:
(alv bl)' [N (al' bl)/
(@y,by,¢1,5,@4,b'1,¢4,54), .. (a, by, &, 5,a,b',¢1,5"),
(ab,¢s5.a,b,c,5)

(10)

Even a very simple attack implementing the following

3 Unfortunately, the last official Helios version [51] is previous to [38],

tion.
2168-6750 (c) 2018 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission. See http://www.ieee.org/publications_standards/publications/rights/index.html for more

tainted vote would be accepted:

(ay,by), ..., (ar, by),

(@y,by,61,5 +q,@1,b'1,¢41,51 +q) ..., (@, b, 6,5 +
q.@,b',¢,5,+q),(abecs5a,b,¢,5 +q)

(11)

Where g is added to the response components of the orig-
inal ballot, which changes the ballot but not the vote.

In sum, Helios Voting was not originally conceptualized
to address coercion resistance. Several attacks have actually
shown that privacy is not guaranteed [37], [51]. Thus, Helios
performance in this respect is not satisfactory and, in addition,
does not comply with the recommendation number 23 of the
Council of Europe on e-voting standards [17].

Nonetheless, there have been promising advances in the
improvement of security related to privacy in its different
degrees. Specifically, Neumann et al. introduced in [49] a
proposal of security evaluation based on probabilistic at-
tacks. While indeed a relevant step forward, it still relies
on assigning subjective percentages to each attack possibil-
ity, which in practice is not an easy task. Additionally,
Neumann’s evaluation targets schemes rather than soft-
ware systems.

Evaluation: X. Coercion resistance does not hold in Helios
Voting.

4.3 Inviolability (I-n)

Helios allows identification through third parties (Facebook
and Google) and, in doing so, it fails to comply with with I-1.
Similarly, it does not include any tracking tools, offline back-
ups, risk assessment protocols or threat modelling protocols
(I-3, I-5).

In the case of I-2, there is a brief Attacks and Defenses sec-
tion on the official website. It is useful. However, even consid-
ering the academic nature of Helios, it is not sufficient.

Regarding I-4, after the attack described in [54], distributed
policies were implemented, although they have been proved
vulnerable [47]. Finally, upon reviewing the source code, cer-
tain modularity principles are implemented (I-6). Conse-
quently, I-2, I-4 and I-6 are partially compliant.

With regards to I-7, the open-source approach, together
with Adida’s eagerness to help scholars improve Helios [40]
[38] [39], made the system compliant for this item.

TABLE 2
Inviolability in Helios Voting
In Definition Val.
I-1  Software and auxiliary system’s protection through
safe authentication protocols. Access through third- X
parties or vulnerable-servers not permitted.
I-2  Existence of action protocols in the event of compro- A
mised inviolability.
I-3  Tracking tools and offline backup copies available.
I-4  Distributed control in the critical nodes with division A

of responsibilities to minimize collusion risks.

and therefore we could not take Corti-er's improvements into considera-

information.
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I-5 Existence of Risk Assessment and Threat Modelling

X
protocols.
I-6  Implementation of modularity principles to confine A
potential attacks and coding bugs.
I-7  Proper updating of items I-1...I-6 )

Evaluation: 6/10 points. Adida leaves no room for misun-
derstandings. Helios is a voting system suitable for minor
elections in low-coercion, low-risk environments. Under
these circumstances, Helios shows a fair level of inviolability
overall.

4.4 Usability (U-n)

According to [55], [56], usability (U-1, U-3, U4, and U-5) of
Helios Voting could be improved. In their works, the authors
show that 1) the terminology is a bit misleading for non-ex-
perts (i.e.: fingerprint, encrypt, check credentials etc.), 2) the
voting/audit process is confusing for half of the voters, lead-
ing to a 38% of them not being able to successfully complete
it, 3) the help button only opens an e-mail form, which does
not help in practice, and 4) election officials need to store El-
Gamal's secret key, which might become a challenge for inex-
perienced users.

On the positive side, the vast majority of the voters (over
85%) felt very comfortable using Helios, positively assessing
convenience over usability.

Overall, performance in terms of usability is below aver-
age, although current challenges may be addressed by paying
closer attention to detail instead of by making big invest-
ments/changes.

TABLE 3
USABILITY IN HELIOS VOTING
U-n Definition Val
U-1  Simplicity in the authentication, voting and veri- A
fication
U-2  Special attention to vulnerable groups pursuant
to the Council of Europe and the United Nations’ X
resolutions on the matter.
U-3  Transparency and clarity communicating the
voter that the voting process has successfully A
ended and the vote has been received.
U-4  Privacy and integrity preference over usability in A
a compromise.
U-5  Intuitive and user-friendly administration inter- A

face for setting up and managing elections.
Evaluation: 4/10 points.

4.5 Monitoring/Auditing (MA-n)

In this article, [18] refers to audit, that s, to the fact that anyone
can verify the validity of the votes, their inclusion in the bul-
letin board and the whole voting process until the final ballot
counting. Unfortunately, there is no specific monitoring/au-
diting policy available in Helios, thus many of the items are
not applicable, despite the Council of Europe [17]'s recom-
mendation no. 39 directly referring to the need of a proper au-
dit system.

MA-1, MA-4, MA-5 and MA-8 are labeled as partially com-
pliant because, although they are not available in the standard
version [57], there is a precedent of an Helios implementation

ouvajn & ered more than

is worth notinn% that the elections in Lou
1 use is permitted, but republication/re

where they were partially fulfilled [41] (the election of the
President of the University of Louvain in 2009).

For that particular occasion, Helios’ creator himself took
part in the organization and deployment of the system, inter-
national experts were invited as observers, the organizers
hired an external company to develop an audit program in
Python, there was a service desk available prior and during
the elections to address any issues, and one full day was re-
served to audit the bulletin board and put comments/com-
plains forward.

Interestingly enough, these circumstances are not repro-
duced in Helios” standard version [18] .

In sum, Helios Voting’s audit policy is based on facilitating
the auditing of both the individual and universal verifiability
rather than on implementing a solid and independent proto-
col. In addition, Helios was originally conceptualized for
small-scale, low-risk contexts. In such cases, although insuffi-
cient, the monitoring/auditing policy could be considered ac-
ceptable.

TABLE 4

MONITORING/AUDITING IN HELIOS VOTING

MA-n
MA-1
MA-2

Definition Val
External, independent and distributed. A

Existence of a MA protocol from the design
phase, to assure a correct development through- NA

out the whole lifecycle of the project.

MA-3 Specific control over the Risk Assessment and
Thread Modelling strategies.

Generation of periodical, tamper-proof, indeli-

NA

MA-4
ble logs; stored offline in isolated premises
guarded by different personnel from other criti-
cal nodes with low collusion risk.

MA-5 Practical implementation development from

census collecting to post-electoral maintenance.

MA-6 Well-documented, detailed information in the

appropriate format.

MA-7 Existence of a test bench continuously running NA

to verify that the system is working correctly.

MA-8 The members of the monitoring/auditing team
must be independent from the rest of authori- A

ties/administrators involved.

MA-9 Existence of an auditing protocol for previous

attacks and events and for the MA protocol it- NA
self.

In the event of a successful attack, the system

MA-10
will give total priority to the vote/voter’s pri- NA

vacy, even at the cost of calling off the elections.

tribution requires IEEE permission. Se:

Evaluation: 4/10 points considering the original scope of
Helios Voting.

4.6 Software Development (SWD-n)

The open-source and academic attributes of Helios Voting
[38], [39], [40] may be considered an important benchmark.
Since 2008, researchers in cryptography, cybersecurity,
and e-democracy have paid particularly attention to Helios
Voting. As a consequence, the current software has been thor-
oughly reviewed by [37], [40], [51], among other, and several
improvements have been proposed and implemented [39],

23,000 yé)ﬁentlal voters, dlre%‘ﬂé/a managing gver ,000 vote,

ttp://www.ieee.org/pul tions_: s/pub! 1cations/rigﬁis/index4html for more

information.
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[40], [51].

In this respect, items SW-1, SW-4, SW-5, SW-7, SW-§,
SW11, SW-12 and SW-13 are compliant.

Software testing in platforms, operational systems and
browsers with a market share >1% (SWD-9) still show weak-
nesses as does access through third-party programs (SWD-
10) and an appropriate update policy (SWD-14) (the last up-
date took place before 2014).

Finally, the distributed approach (SW-2), usability (SW-3)
and the receipt-freeness are elements that have only been de-
veloped to some extent and therefore can only be considered
partly compliant.

Overall, Helios presents a satisfactory degree of software
development, considering its academic origins and the lim-
ited resources. Yet, there is room for improvement in areas
such as usability, distributed approach, access through third-
parties and updating.

TABLE 5
SOFTWARE DEVELOPMENT IN HELIOS VOTING

SWD-n Definition Val

SWD-10  The software must neither allow for third-
party access (including social media) nor in-
clude links to programs or sites managed by X
servers outside the e-voting system infrastruc-

ture.

SWD-11  The cryptographic primitives shall be tested in
advance under conditions more demanding
than the ones expected during the electionsin O
order to avoid breakdowns and foresee short-

ages.

SWD-12  Access to the source code by independent ex-
perts/researchers to look for potential bugs o
and reinforce security. The code developer can
demand an NDA to protect its IP.

Implementation, to the extent possible, of pro-

SWD-13
tocolized systems and open standards to im- O
prove interoperability.

SWD-14  Existence of an update policy, especially
against new e-voting attacks as they are discov- X

ered.

SWD-1 Usual software engineering requirements in
terms of design, implementation and docu- O

mentation.

SWD-2 Distributed approach, with a special focus on
critical operations. No authority should have
enough attributions to single-handedly modify

critical parameters.

SWD-3 User-friendly approach. User’s guide and ad-
ministrator’'s guide well documented and A

available well in advance.

SWD-4 Existence of a secure and accessible website,

with a well-documented FAQ section.

SWD-5 The voting options must be presented in a to-
tally objective and unbiased way, showing no O

preference whatsoever.

SWD-6 The system must not provide the voter with

enough evidence to proof her vote.

SWD-7 The system must guarantee the voter’s privacy
throughout the whole voting process, notbeing O

possible to rebuild the vote/voter link.

SWD-8 The voting process must offer the possibility to
be terminated at any time, with the system not o
saving any information that could compromise

the voter’s privacy.

SWD-9 The SW must be tested in every platform, op-
erational system and browser with a market X

share 2 1%.

Evaluation: 7.5/10 points

4.7 Scalability (S-n)

Helios's origin and academic nature have great impact on the
available resources for its development and updating, as we
have just shown. They condition the ability to undertake ca-
pacity and performance tests, and attack simulations (5-1, S-
2,5-3).

Regarding S-4 and S-5, the official website and documen-
tation do not offer specific figures and/ or metrics on Helios’s
maximum capacity. However, we can learn from previous
real implementations. On one hand, the experience of IACR
[42] and Princeton University [43], which used the standard
version of Helios, shows that only limited human resources
were needed to physically organize and control the polls, re-
sulting in over 1,000 ballots successfully managed. On the
other hand, the President election at the University of Lou-
vain in 2009 [41] showcased two rounds of 3,000 ballots each,
for a total census of around 25,000 voters. This implementa-
tion required ad-hoc infrastructure, implementation and re-
sources.

As a result, it can be said that the maximum proved scope
for Helios, without any special arrangements, is about 1,000
votes, which is a non trivial scalability limitation even consid-
ering the original scope of Helios.

Regarding the election typology, Helios” absence of avail-
able performance tests and metrics makes it only suitable for
small-scale, not politically binding and low-risk elections. Its
capacities and scalability do not allow the official standard
version of Helios Voting to handle more complex procedures
[53].

2168-6750 (c) 2018 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission. See http://www.ieee.org/publications_standards/publications/rights/index.html for more
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TABLE 6
SCALABILITY IN HELIOS VOTING

S-n Definition Val.

S-1 Maximum capacity tests both from a SW and a HW
standpoint in environments more demanding than X
the actual elections to be managed.

S-2  Existence of specific performance tests for the most
critical operations (authentication, encryption, de- X
cryption, cryptographic primitives, tallying etc.).

S-3  Existence of test benches more demanding than the
actual elections.

S-4  Existence of clear indicators and metrics on the max-
imum size and complexity of elections which can be
handled from both a SW (mathematic/crypto-
graphic capabilities, number of voters) and an
ex_SW (infrastructure, costs, logistics, second chan-
nels, HHRR etc) standpoint.

S-5 Typology of elections, which can be adequately han-

dled by the e-voting system (from consultative refer- A
enda to political binding elections).

2168-6750 (c) 2018 IEEE. Personal use is permitte:

Evaluation: 4/10 points.

5 FINAL RESULTS AND DISCUSSION

The evaluation above shows that, first, under the sine-qua-
non criteria, (Council of Europe [27] , Marcos et al. [16]),
Helios can be considered E2Ev provided that both the bul-
lentin board and the authorities are honest and that a poten-
tial attacker does not have enough resources to compromise
the Fiat Shamir heuristic [6]. Such assumptions can only be
made regarding minor elections in low-risk, low-coercion en-
vironments. Any other conditions would dangerously in-
crease the risk of attracting attackers with enough resources
to compromise the cryptographic security or entice the au-
thorities to behave dishonestly.

In addition, coercion resistance does not hold because be-
cause the system does attempt to address the problem, as
originally noted in [18], and because ballot stuffing and mal-
leability-based attacks have been deemed feasible [37], [51].
The latter is not compliant with recommendation no. 23 of the
2017 Council of Europe guidelines for e-voting [17].

As previously explained, an e-voting system has to com-
ply with both the E2Ev and the coercion resistance require-
ments in order to meet the five key principles of a legally
binding, public democratic election according to the Council
of Europe [27]. Hence, Helios Voting is not recommended to
be used in such type of elections.

Second, the evaluation has thrown the following results:
9 compliances O, 17 partial compliances A, 10 no compli-
ances X, and 5 not-applicable.

These results show that:

= Helios Voting does not comply with the two sine-
qua-non properties for e-voting systems and there-
fore its deployment is not recommended for legally-
binding, public political elections.

=  Inviolability could at the moment be enough for mi-
nor elections in low-coercion, low-risk contexts. Un-
der such circumstances, no attacks have been re-
ported. However, (}i)otential access through third

party programs together with a lack of backup cop-
ies and risk assessment protocols advise against de-
ploying Helios Voting in more resource-demanding
elections.
= There is still room for improvement in usability and,
therefore, in the simplicity and clarity of the interface
as well as in the development of a version adapted
to vulnerable groups according to the Council of Eu-
rope and the United Nations’ resolutions on the mat-
ter [17] although research shows that more than 85%
of voters felt comfortable with the interface [55], [56].
= Helios is not totally concerned about monitoring and
auditing, despite the experience in some elections
For example, in the election of the President of the
University of Louvain in 2009, additional resources
were allocated and the amount of votes managed
was over 8,000 [41]. Specifically, there was an inde-
pendent team of external auditors and there were
periodical, tamper-proof logs generated and subse-
quently analyzed. In this smaller election processes,
the current monitoring and auditing practices of He-
lios can be considered sufficient.
= With regards to software development, Helios Vot-
ing performance is solid, based on its open-source
nature and a set of thorough reviews [37], [40]. De-
spite such efforts, additional software testing, access
through third parties and a better update policy are
some areas that deserve further improvement.
= Lastly, scalability has not been formally planned or
tested. Empirically, Helios has a proven range of
around 1,000 votes [42] in its standard version and
around 8,000 ballots out of a 25,000 census in a rein-
forced version [41]. Any deployment surpassing
those figures is highly discouraged, since it has not
been tested before.
Finally, the evaluation system with the weighting factors
(proportionally rounded up to 10) throws a numerical evalu-
ation in Table 7 and Figure 3 [16]:

i fiwit ot fuwn
e

.% = Zz‘lzlfl'wl'*";'*'fn'wn (12)

TABLE 7
PRACTICAL EVALUATION FRAMEWORK APPLIED TO HELIOS
VOTING

Requirement Weighting Helios Voting
E2Ev N.A. A
CR N.A. X
Inviolability 2.32 6*2.32=13.92
Usability 1.53 4*153=6.12
Monitoring/Auditing 2.3 4*23=92
SW Develop. 2.32 75%232=174
Scalability 1.53 4*153=6.12
TOTAL 10 52.76

but republication/redistribution requires IEEE permission. See http://www.ieee.org/publications_standards/publications/rights/index.html for more
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Fig. 3: Radial Analysis of Helios Voting

6 CONCLUSION

The interplay of social, cultural and technological develop-
ments in the success of electronic voting processes is key. In
this article, we have focused on the technical aspects of e-de-
mocracy and e-voting and, in particular, in election security.
It has been having an increasing role in national security, as
proved by the technological-related security issues that coun-
tries such as the US, Russia, Ukraine and Australia have been
recently facing.

Despite the huge difference that ICT and e-voting could
contribute to make in binding elections, there is still an im-
portant lack of harmonization for e-voting requirements and
evaluation methodologies.

In this article, we have aimed at applying, from a practical
perspective (i.e., using one of the most relevant e-voting tools
to date, Helios Voting), a novel evaluation scheme based on
[16], with an emphasis on the most recent legal requirements
and certification of e-voting systems by the Council of Europe
[17], [27].

The ultimate goal was to provide a technical and protocol-
ized source of information and to, therefore, contribute to the
generalization of e-voting in a protocolized and safe way and
to provide valuable and efficient evaluation methods for elec-
tion officials.

We conclude that Helios Voting is a very useful tool in two
ways. First, as a fully-operative, open source and “auditable”
e-voting system, Helios Voting is a valid, almost free of charge
option for minor elections in low-risk and low-coercion envi-
ronments such as universities, local clubs, unions, and profes-
sional associations. Second, it is a good starting platform for
e-voting researchers. In fact, there are several examples of
prominent e-voting protocols based on Helios Voting in dif-
ferent stages of development such as Zeus [58], Belenios [38],
Helios-C [39] or KTV-Helios [40].

In addition, our results have important practical implica-
tions for election officials, considering to use Helios Voting;:

On one hand, development should be gradual and pre-
ceded by the required legal changes, as included in recom-
mendations no. 27 and 28 by the Council of Europe on stand-
ards for e-voting [17]. On the other, it is wise to create an in-
depent and competent body to evaluate the compliance of the
i-voting systems and constantly screen its performance. The

2168-6750 (c) 2018 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission. See http://www.ieee.org/publications_standards/publications/rights/index.html for more

implantation of e-voting solutions needs to be a decision built
over firm, technical criteria and analysis together with legiti-
mate political reasons. In that regard, the Norwegian case is a
very interesting example on how to proceed [2]. It also em-
bodies recommendation no. 37 by the Council of Europe [17].

Nevertheless, the use of Helios Voting is not always advis-
able given its limitations in relation to end-to-end verifiability
and coercion resistance, which do not make it suitable in, for
example, legally-binding public elections.

The main limitation of the current article is the fact that the
methodology is applied to only one e-voting system, alt-
hough a very relevant one. Conducting a comparative study
could produce a more complete set of data and information,
which could be used to further improve the evaluation meth-
odology. Additionally, a bigger sample of international ex-
perts taking part in the development of the evaluation frame-
work could have contributed to a reinforced fine-tuning. For
the current version, 31 were contacted. Both limitations are
currently being addressed for upcoming articles.

Future research in the field could further address some of
the additional practical issues that have arisen in legally-bind-
ing deployments in Norway, Estonia, Canada, Spain, Aus-
tralia, the USA, and Switzerland (e.g. cost, maintenance, non-
software related requirements, surveillance, and attack-
ers/intruders protocols), as well as their inclusion in [16].
Also, the application of the practical evaluation framework to
other relevant e-voting systems (such as Scytl, Estonia, and n-
votes) could provide supplementary useful information for
researchers and elections officials on how to introduce e-vot-
ing solutions in legally-binding elections in a more secure,
technically-sound and legally-compliant way within more
demanding environments.

From a more technical perspective, the evaluation frame-
work could be further developed to include other elements,
such as attacks/incidence protocols, system maintenance,
cost, and ex_software features (access control, logistic chain,
auditing and backup protocols, etc.). This new evaluation
framework could be made available though the development
of a software tool.

Finally, further research could also focus on specific im-
provement to Helios Votinng given the deficiencies identified
in the evaluation conducted.
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Appendix A: Helios Voting Process
The complete voting process implemented by Helios Vot-
ing includes the following steps:
1. The election starts with the naming of an election
officer, the selection of a group of trustees, and the
introduction of the list of authorized voters.
2. The Ballot Preparation System (BPS) generates the
ballot as well as a distributed key pair pk, sk (public
and private key respectively).
3. Each voter receives an email containing her user ID,
password and election URL.
4. Upon clicking, the Javascript starts and downloads
the parameters.
5. The voter selects her option and the BPS encrypts it
with pk. The vote also contains a NIZKP to verify
that the vote is well formed (preventing a malicious
voter to introduce an integer i value instead of 1,
allowing the ballot to represent i votes) because
votes are not decrypted individually to be counted.
Instead, the homomorphic properties of exponen-
tial ElIGamal are used.
6. The software client shows the voter a hash of her
encrypted vote. The voter then has two options:
= To audit the ballot: the voter receives the nonce
used to encrypt her vote. She can use it to verify
that her vote has been included and that it rep-
resents her elected option. However, the au-
dited ballot is no longer valid and the voter has
to restart with the voting process. The voter can
verify her vote until she is convinced that He-
lios is trustable.

= To seal the vote: before sending it, and with
identification purposes, the BPS will ask to pro-
vide her user ID and password.

7. The voter sends her user ID, password, encrypted
ballot and ZKP to the server, which verifies that all
the information is correct.

8. Once the voting phase is over, the server publishes
the Bulletin Board with all the encrypted votes, to-
gether with the voter’s name (or an alias in subse-
quent versions).

9. Each of the trustees publishes a partial decryption
of the encrypted tally, together with a signature of
knowledge proving the partial decryption’s correct
construction. Anyone can verify those proofs.

10. The election officer decrypts the tally and publishes

the result. Anyone can check the decryption.

In the hypothetical case of a yes/no type of election, and
three voters, Alice, Bob, and Charlite, the following would
be a formal description:

1. If Alice wants to vote for option a, her vote is repre-
sented as va which is encrypted with the public key
pk: {va}p,-

2. There is a ZKP attached to the vote in order to ver-
ify that the vote is valid; which means that either va
=0 or va = 1. The verification is critical because if it
didn’t exist, a malicious voter could send va =i, be-
ing i a positive or negative integer, making her vote
amount for i valid votes instead of just one. The
ZKP for va is identified as ZKPa.

3. Alice sends {v,},,, ZKF, to the Bulletin Board (BB).
Since the BB is public, Alice can check whether her
vote has arrived or not.

Similarly, for the three proposed voters, the BB would

be as presented in Table 8:

TABLE 8
BULLETIN BOARD IN HELIOS VOTING
| Bulletin Board |
Voter | Vote
Alice | {(valpr, ZKP,
Charlie | {velok, ZKP,
Bob | Wplpi, ZKPy

For the tally, the homomorphic properties of ElGamal are
used [48]: the multiplication of the votes” encryption corre-
sponds to the encryption of the addition of the votes:

H?:dvi}pk =L, Ui}pk (13)

The previous operation can be executed by any party.
Once finished, the authorities only decrypt {¥7; v;},, and
publish the results, after which the protocol comes to an end.

2168-6750 (c) 2018 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission. See http://www.ieee.org/publications_standards/publications/rights/index.html for more

information.



