Exploiting the Knowledge Economy: Issues, Applications, Case Studies
Paul Cunningham and Miriam Cunningham (Eds)

I0S Press, 2006 Amsterdam

ISBN: 1-58603-682-3

Building Response Capacity through
Cross-boundary Information Sharing: The
Critical Role of Trust

Theresa A. PARDO, J. Ramon GIL-GARCIA , G. Brian BURKE
Center for Technology in Government, University at Albany, State University of New York,
187 Wolf Road, Suite 301, Albany, NY, 12205, United States
Tel: +1 518 4423892, Fax: + 1 518 4423896,
Email: tpardo@ctg.albany.edu, jgil-garcia@ctg.albany.edu, bburke@ctg.albany.edu

Abstract: Governments around the world are increasingly turning to information
sharing and integration to help solve problems in a wide range of programs and
policy areas. These complex interorganizational efforts face not only the technical
challenges of many information technology initiatives, but also the difficulties
derived from interacting among multiple and diverse organizations. Trust has been
identified as one the most important organizational factors for cross-boundary
information sharing and integration. However, more research is needed regarding the
determinants of trust building in this multi-organizational contexts. This paper
highlights the relevant role of trust in cross-boundary information sharing initiatives
and provides evidence about three of its most important determinants.

1. Introduction

Governments around the world are increasingly turning to information sharing as a lead
strategy for developing response capacity for problems in a wide range of programs and
policy areas. Asinformation sharing is pursued, the complexity of this strategy is becoming
clear. Developing cross-boundary information sharing to support government response
capacities requires change, in some cases, significant changes in organizational and
technological processes. These changes are influenced by specific types of sociad
interaction, which take the form of group decision-making, learning, understanding, trust
building, and conflict resolution, among others [1-4]. New research examining the nature of
these social interactions and the influence of these interactions on information sharing as a
response strategy is caled for. Trust building, in particular, is an important social process
for developing cross-boundary information sharing among organizations and individuals.

Previous research has shown the importance of trust and trust building for cross-
boundary information sharing initiatives. Much of this work has focused on the specific
risks to trust in an information-sharing context. These risks include losing control over
highly valued organizational information and knowledge, the possibility that information
disclosed is misused against the interest of the organization or individual who made the
disclosure, the potential imbalance of the knowledge exchange itself, and the transaction
costs and uncertainty associated with the interdependence that may result from cross-
boundary information sharing [5].

Little attention, however, has been paid to the determinants of trust in this complex
context. This paper expands our current understanding of these determinants and provides a
grounded theory of how trust is built in multi-organizational settings. A comparative
analysis of four case studiesis used to examine this question.
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This paper is organized in five sections including these introductory comments. Section
two provides a review of current literature about the role of trust in information technology
projects and about determinants of trust. Section three presents the research methods and a
brief description of the cases. A brief discussion of the role of trust in these initiatives is
then presented as a backdrop for a more detailed discussion of the determinants of trust and
the introduction of three propositions about trust building. Finaly, section five contains
some concluding remarks including the practical lessons of this study and future areas for
research

2.  The Role of Trust in Cross-boundary Information Sharing

Trust building is both a key factor for developing cross-boundary information sharing and,
in amuch broader sense, is an important element of the social capital needed for any type of
successful cooperation or collaboration within and across social networks [6-8]. Socia
capital are the active connections among people that bind the members of human networks
and communities and make any type of cooperative action possible [9]. The levels of socia
capital needed to coordinate action or achieve desired goals depend on the complexity of
the interaction among the organizational and technical processes involved. For cross-
boundary information sharing, this complexity refers not only to intraorganizational
processes, but also to interorganizational collaboration and overall interaction.

Therefore, the complexity of developing cross-boundary information sharing requires
not only technological capabilities but also organizational capabilitiesin the form of various
types of socia interaction. Technical and organizational processes and behaviours have
been found in some cases to change radically for the individuals and organizations involved
[10-12]. From a technical perspective, system designers and developers must regularly
overcome problems related to the existence of multiple platforms, diverse database designs
and data structures, highly variable data quality, and incompatible network infrastructure
[13-15]. From an organizational perspective, these technical processes often involve new
work processes, mobilization of limited resources, and evolving interorganizational
relationships [16-19].

Previous studies of collaborative efforts have found that the level of trust among
participating organizations is particularly relevant because it can alleviate conflicts and ease
the way for risk taking, organizational change, and cross-boundary decision making [5, 12,
20]. Levelsof trust have been shown to influence the levels of participation and knowledge
sharing among participants in a cross-boundary information sharing effort [21]. More
specifically, in some cases a low level of trust can contribute to a contentious and
unfavorable setting for exchange of even basic information. In other cases, a high level of
trust can contribute to full participation in the project and a high level of knowledge sharing
about complex business processes and practices [21]. Thus, trust plays a key role in cross-
boundary information sharing initiatives and collaboration effortsin general.

3. Determinants of Trust in Cross-Boundary Information Sharing

In spite of substantial barriers, trust relationships can emerge and grow, fostering
productive interorganizational relationships and knowledge sharing [5]. Moreover, there are
important factors that foster trust in cross-boundary information sharing initiatives.
Previous studies have shown that the combination and more importantly the interaction of
leadership, organizational culture, and formal structures to support knowledge sharing and
cooperation over time ease the way for trust development [5, 10, 12]. Conversely, previous
research on trust in cross-boundary information sharing initiatives has shown that a low
level of trust may exist due to the existence of competitive relationships among the agencies
involved, lack of leadership, and absence of formal structures to support cooperation [5].
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4. Research Methods and Description of the Cases

This study uses a case study methodology encompassing documentation analysis and semi-
structured interviews. Interviews with public managers and other actors involved in two
criminal justice and two public health cross-boundary information sharing initiatives at the
state and local level were conducted to form the initial model. The interviews addressed
critical factors and processes involved in integrating information across levels and agencies
in government and how those factors and processes varied for different types and degrees of
integration.

Interviews were transcribed and analyzed following an inductive logic and using
grounded theory techniques [22, 23]. Atlas.ti, a qualitative analysis software tool, was used
to support coding and analysis activities. Trust and trust building emerged as among the
most important topics in the analysis. Propositions about the determinants of trust
relationships were generated and refined.

4.1 Response to West Nile Virus

In late summer and early fall of 1999, the US began to experience the first outbreak of West
Nile virus (WNV) in the Western hemisphere. The first cases appeared in New York State
(NYYS). In 2002, the State of Colorado experienced its first case of WNV and reported one
of the highest number of human cases in the country for that year.

A critical component of NYS' response capacity was the development of a web-based
state-wide integrated information network. This network, led by the New York State
Department of Health, would collect and disseminate WNV related case data on
mosquitoes, animals, and humans through the Health Information Network (HIN). The first
case of WNV in Colorado in 2002 occurred in Larimer County. The County Health
Department was responsible for coordinating the response. This response included a cross-
boundary information sharing initiative characterized by an interorganizational process of
collecting, disseminating, and analyzing information from a disparate group of information
providers and users.

As New York and Colorado worked to build response capacity they turned to
information sharing as a lead strategy. In both states the response required anima and
human public hedth professionals who were unaccustomed to collaborating across
traditional government boundaries to work together. Healthcare facilities that spanned
state, local, and federal jurisdictions were required in the response effort as well.

4.2 Criminal Justice Information Integration

Information sharing has for many years been a strategy employed by the justice community.
Post September 11, 2001 however, has increased both the stakes in and the expectations of
integrated justice efforts. New York State and Colorado are among the many states
pursuing new levels of information sharing as alead strategy in building response capacity.

Colorado is generally seen as the leader in integrated justice in the U.S. The Colorado
Integrated Criminal Justice Information System (CICJIS) began operating in 1998. The
system facilitates the sharing of data between five state-level criminal justice computer
systems. Government Technology Magazine rated CICJIS #1 in the country for Technical
Integration in the Criminal Justice Arena in 2002. Since September 11th, Colorado has
worked hard to take the CICJIS cross-boundary information-sharing model and expand it
throughout the state and local criminal justice communities and even apply it beyond
criminal justice to such broader areas as homeland security.

New York represents one of the more complex justice environments in the U.S. In
October 1999, the New Y ork State Division of Criminal Justice Services (DCJS) introduced
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edusticeNY. elusticeNY leverages internet technology, to create a single point through
which police, court and other authorized personnel can access a broad range of crimina
case related information. In 2003, the NY S Webmasters Guild awarded DCJS the "Best of
the Web" Award for the system. Also in 2003, the Director of the NYS Division of
Criminal Justice Services called on all of the state crimina justice agencies to work
together to determine the best way to expand the eJusticeNY information-sharing model to
more criminal justice agencies to include local governments.

5. Analysis and Results

This section presents the main results of our analysis; highlighting the importance of
specific factors and their influence on building trust in cross-boundary information sharing
initiatives. Our results show several consistent and crucial relationships between trust and
three organizational factors; clarity of role and responsibility, respect for autonomy, and
exercise of authority. Although the main focus of the paper is on the determinants of trust, it
isimportant to note that the cases also provide evidence supporting previous research on the
effects of trust on cross-boundary information sharing. The sections below first provide a
brief discussion of the impact of trust on the cross-boundary information sharing as a
backdrop for the propositions; the subsequent sections introduce the determinates of trust
found in the cases and present the related propositions.

5.1 Trust and Cross-Boundary Information Sharing

One of the important ways trust has an impact on cross-boundary information sharing is
through enabling good communication and collaboration among participating agencies.

[getting] people to participate truthfully as to what can be done versus what should be done. The
approach we're using now is let's talk about starting an enterprise from scratch with shared functions and
talk about what can technically be done[...].

Trust can be the catalyst to more effective and neutral conversations, as well as for less
friction among organizations during the collaboration process. However, scepticism also
playsarole.

| saw in the people who were coming to the table initially kind of a guarded approach to this whole come
together and put our ideas, our hopes and fears out on the table. And | think several of them and maybe
perhaps half of those sitting around the table were extremely cynical and had that, you know, we're
coming to these meetings and maybe something will come out of this and we'll get something down on
paper but thiswill never become reality [...] Wewere al looking at our agency neighbour next to us, not
quite sure what to do next or wonder how much should we trust these guys.

Involving participating agencies in specific strategies and decisions that foster trust
across boundaries was found in these cases to be instrumenta to the success of these
efforts. Three of these specific strategies or factors were identified in our case studies and
are presented next.

5.2 Clarity of Roles and Responsibilities and Trust Building

Since multi-organizational initiatives do not function under a hierarchical logic, the role of
the interorganizational governance structure is particularly important. A clear definition of
roles and responsibilities helps to build trust by clarifying what each participating agency is
responsible for and decreasing uncertainty about leadership, decision-making processes,
and fairness among participating agencies. One WNV participant talked about his concerns
and how they changed as roles and responsibilities were clarified.
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| went forth to sell the unit's values and maintain its, or even increase, its equipment, personnel and
funding--that was the initial thing. So | was not to lose any territory, not to see it taken... But then pretty
quickly everything fell in line... Through the meetings with other organization[s] involved it was agreed
that the animal virus lab's going to do this; the wildlife pathologist is going to do this, get the birds,
identify the birds, get the tissues, order the tests that need to be put out there for the West Nile. We're all
going to work together...

Similar interactions contributed to trust in the justice arena as well.

What we see with our systems and I'm sure with other Criminal Justice agency systems is a lot of
duplication. We have this state-wide police information system here that uses data from other
organizations and gee, because in the past we really didn't trust their capabilities[...] And what you can
see with this new approach, this new model, is a very concerted effort to clearly define those domains.
Well, what should DCJS be responsible for, what kind of functions and data? Likewise, what should
State Police be responsible for? And when you build the next generation of systems, you need to
eliminate al this duplication and you need to start building the trust level...

Through the structured process of social interaction in which the involved agencies
exchanged and shared knowledge about the nature of the problem and their own
organizations interests and capabilities the roles and responsibilities of each organization
became better understood and agreed upon. Through this process of clarification, trust
among the participating organizations increased and then directly affected the group’s
ability to integrate information for use in response efforts.

P1: A collaborative process of establishing clarity of role and responsibility builds trust
across organizations involved in cross-boundary information sharing initiatives.

5.3 Respect for Autonomy of Participating Organizations and Trust Building

Respecting the autonomy of participating organizations was adopted across the cases as a
strategy to manage the diversity of goals and structures across participating organizations.
Striking a balance between public health responsibilities and the public’s right to know that
satisfied both state and local public health and elected officials was critical to building trust.

The counties were concerned that if aWest Nile bird showed up in their county, the other counties would
see it and that maybe they could release [it] to the press... The press would be notified of a problem
before the county commissioner was notified.

They needed time to react and marshal their resources ... So the rule we came up with--this was worked
out through [name] and again, I'm not sure | agree with it but it worked and it till continues to be used--is
that lab results would be delayed 24 hours for all the other counties to see, O.K.? And actually the county
could at any moment make it visible but it would be delayed for 24 hours before the other counties would
seeit. The state could see it immediately; we could see it immediately cause we had to. But other counties
couldn't see it immediately unless somebody there who had specific permission was to actualy say, ‘Yes,
I'm going to make this available to them. O.K.?

In each case the lead agency built trust by operating in a way that was respectful of the
unique issues of each participating agency. Participatory decision-making was used
regularly as a technique for balancing the need for individual agency autonomy and
collective action.

There was a representative from each agency... And their job was basically to keep us on track. And there
was negotiation because we would think that something was--we should be in charge of a certain piece of
data. And then another agency says no, we're going to be in charge of that piece of data. And basically we
would look at the business flow and determine then what the best approach would be based upon the
business practice.
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P2: Respect for the autonomy of each organization participating in a cross-boundary
information sharing initiative enables joint focus on enterprise response capacity
building.

5.4 Exercise of Authority and Trust Building

The cases highlight the impact of the exercise of authority on trust building. The state
health commissioner in New Y ork State tasked the public health enterprise within the state
to respond to the WNV crisis. Justice professionals were also tasked — in Colorado by the
legislature and in New Y ork by the Director of Criminal Justice. In each case authority for
the development of the specific response was distributed, but the approach was mandated —
cooperative, cross-boundary efforts would be used.

New York was quickly able to respond to this mandate and launch an approach in
which authority was distributed. State agency and local government leaders empowered
animal and human public health experts in their respective fields to work collaboratively
across traditional organizational boundaries to respond rapidly and effectively to a future
re-emergence of the virus. The delegation of decision-making authority built trust among
the experts to launch the response they collectively believed would work.

| think you redly... can almost start with our commissioner... She pretty much said we're going to do this;
we gotta get it done; we don't have much time and we're going to all cooperate. And | think it was
understood by everyone that we were going to work together.

Colorado began its award winning effort to build response capacity through the
implementation of informal bi-lateral transfers of information.

It really helped make this thing(,) the informal nature of it, the informal nature of decision-making really
helped us make this thing happen at the beginning.

However, new legidation related to gun control raised the stakes and agencies began to
guestion their willingness to be held accountable to these new requirements based on
informal agreements. The trust that had been built up over the years through informal
arrangements was being tested through the new requirements.

WEell, it was forcing the creation of more bilateral transfers and we just didn't want to do any more of
those. They were just getting to be too cumbersome and that's what forced the issue--let's do something
different.

To sustain the agreements built previously on trust a new foundation of formal authority
was required — but as the respondents from Colorado pointed out — it had to be just the right
kind of authority.

The moment it gets some superior officer who can tell the five agencies what to do, the concept of inter-
organizational cooperation is out the window. And they don't understand that. They think it can be
legislated; they think it can be mandated. And they don't understand why we've been as successful as
we've been so far has nothing to do with statute--we wrote the statute. It has nothing to do with making
people do stuff ‘cause nothing, | mean, they've made people do stuff for along time and no one ever does
it. It was getting the five agencies to play nice in the sandbox--that's what makes CICJIS effective.

The exercise of authority provided a foundation for a collaborative effort to be launched
in one case and in another it formalized a long-standing trust-based approach to capacity
building. In both cases, trust was built among the participants because they were authorized
to act or in the case of Colorado to continue to act collaboratively to determine the best
solution rather than directed to solve the problem with a specific pre-determined strategy.

Copyright © 2006 The Authors



P3: Mandating collaborative approaches to decision making for capacity building rather
than specific strategies for implementation builds trust in participating response
agencies.

6. Conclusions

This study offers valuable theoretical and practitioner insights into how trust develops in
cross-boundary information sharing initiatives. In particular, the findings from this study
suggest that the context within which an information integration initiative is taking place is
a critical determinant of the role of trust in those interactions. Of note, while the two case
studies discussed in this paper focus on U.S. government organizations, European
government organizations also can aso leverage these findings.

Clarity of roles and responsibilities, respect for autonomy and exercise of authority, as
determinants of trust, are not necessarily independent and in fact work in a complex
interplay. Respect for the autonomy of participating organizations created an environment
where al involved worked collaboratively to clarify their own roles and responsibilities in
the cross-boundary information sharing initiative. The authority exercised in each case
enabled a collaborative approach to problem solving. Overall responsibility was shared, but
individual task responsibility was carefully and consistently clarified and communicated.
Participants were directed by their authority base to work collaboratively to develop a
solution that made sense given the specific set of conditions. Solutions were not handed
down from on high with a requirement that they be implemented — independent of
relevance to the context. This approach continued to build support for collaborative efforts
and trust in the actual support for jointly developed solutions. Response capacity was
consistently improved through the increasing willingness of participants overtime to invest
in cross-boundary information sharing efforts.

Some practical lessons can aso be derived from this study. For instance, given the
critical role trust plays in fostering collaboration and allowing the development of
enterprise-wide integrated information resources, planning for new cross-boundary
information sharing initiatives should explicitly include resources for trust building among
information sharing partners aswell as I T infrastructure.

The following propositions capture the relationships found through our extensive
gualitative analysis and are intended to provide guidance for future research (see Table 1).
They are empirically grounded in data and constitute a significant contribution to what is
known about the determinants of trust building in cross-boundary information sharing
initiatives.

Table 1. Propositions on the Determinants of Trust in I11

P1: A collaborative process of establishing clarity of role and responsibility builds trust
across organizations involved in cross-boundary information sharing initiatives.

P2: Respect for the autonomy of each organization participating in a cross-boundary
information sharing initiative enables joint focus on enterprise response capacity
building.

P3: Mandating collaborative approaches to decision making for capacity building rather
than specific strategies for implementation builds trust in participating response
agencies.

Future studies should test these propositions in different contexts. Such contexts could
include the cross-boundary information sharing efforts of other policy areas outside of the
public health and criminal justice; possibly in public education or social welfare. In
addition, testing of these propositions within different policy areas and either confirming or
identifying contradictions can contribute to a larger and more comprehensive theory about
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the role of different determinants of trust building in cross-boundary information sharing
initiatives within and outside of the public sector.
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