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Executive Summary

Over the past decade, state agencies
and local governments throughout
New York State have increasingly used
information technology to support their
work. During this period, dramatic increases
have occurred in the use of computing and
networks for government services and
internal business operations.

Today, state and local government use of
information technology is manifested in
many independent systems that each
support one business function or satisfy
one particular program need. As a result,
a large and growing number of individual
systems for G2G (government-to-
government) business relationships are
employed across state and local levels. This
multiplicity of systems is often a significant
impediment to efficient work, as well as a
financial strain, because many systems
require their own hardware, software,
security, office space, and business rules.

To test an alternative strategy, a broadly
representative group of state and local
officials used their experiences and mutual
desire for a better situation to envision an
ideal fully functioning state-local gateway
for government business in New York State.
They devised a set of principles to guide

the development of a prototype to test this
vision. Prototyping was adopted as the

best approach to a situation in which efforts
to streamline, simplify, and rationalize the
current situation present their own complexi-
ties and challenges. Any transition to a more
integrated and coordinated way of working
adds new demands for planning, manage-
ment, design, operations, and resource
allocation. All of these issues were ad-
dressed in the Prototype effort.

Gateway Prototype

The New York State-Local Internet Gateway
Prototype was built to identify, demonstrate,
and evaluate key factors associated with the
design, development, and deployment of a
single point of contact for G2G work among
state and local governments. The Prototype
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development was conducted in three
stages. The first focused on the refinement
of the idea of a gateway and the selection
of applications to be included in the
Prototype. The second stage was the
development of a Prototype (the Gateway
and three business applications), and the
final stage consisted of Prototype testing
and refinement. During these three stages,
the project participants were organized
into specialized teams and partnered with
corporate software development teams.
Together, they then tested the Prototype.

In design terms, the Gateway Prototype
channeled multiple G2G business functions
through a secure, single sign-on, role-based
system accessible through the Internet.

The Prototype used selected applications
to explore policies, infrastructure, data,
management, and cost considerations. The
Prototype structure allowed all users access
to:

B links to Resources on information
relevant to state and local officials,

B a searchable, unified Contact Directory
of state and local professionals, and

B user support functions including
Frequently Asked Questions (FAQ)
and Help features.

Three role-restricted applications were
selected to represent common categories
of state-local business functions so that
the learning from the Prototype could be
generalized beyond these specific cases.

B The Contact Repository Application
supported the directory of contact
information for state and local officials.
This application was chosen to represent
an authentic shared data resource with
decentralized data management. All
contact information was updated
electronically through a decentralized
process that made each locality or state
agency its own data owner.

B The Dog Licensing Application
supported transactions that take place
between cities, towns, and villages and
the NYS Department of Agriculture and

—



Markets. Functionality included searching,
reporting, registering a new license, and
renewing or transferring a license. This
application represented a high volume
G2G transaction process.

B The Parcel Transfer Verification Check
Application performed a data quality
check to flag possible errors in reports
of real property transfers made by county
real property officials and town and city
assessors to the NYS Office of Real
Property Services. The application applied
nine business rules to each record and
flagged records that may have had an
error, thus alerting assessors to review
them. This application represented
rule-based G2G exception reporting.

A vision for a better way of
working

During the conceptualization, construction,
and testing of the Gateway Prototype,

state and local government professionals
frequently commented that the entire project
represented “a better way of working”
compared to their current environment. This
sentiment referred to both the Prototype
itself and the collaborative project
approach.

Two broad themes emerged from the project
experience and evaluation: the importance
of investing in ongoing peer-to-peer
relationships and endorsement of the
principles of enterprise. Relationships and
enterprise thinking form the basic structure
of effective state-local business relations;
both are necessary, but neither alone is
sufficient.

Relationships. Participants in the project
repeatedly emphasized the importance of
long term, peer-to-peer business partner-
ships among state and local governments.
They understood how active collaboration
focused on a shared goal can yield high
quality results. They also emphasized the
mutual respect that comes from recognizing
that every participant has expertise to

contribute and needs to be considered.
More specifically, the theme of relationships
extends to recognizing the importance of
active intergovernmental engagement

and local representation as well as the
importance of paying attention to state level
coordination and the increasing complexity
of vendor roles in intergovernmental work.

Enterprise approach. The second broad
theme of the project strongly validates

the concept of enterprise as applied

to government. Enterprise thinking
emphasizes the interdependencies among
the different domains, organizations, and
levels of government. It seeks to capitalize
on the relative strengths of different players
and to tie them together through the use of
standards, partnerships, and shared
resources. Enterprise thinking focuses on
the broad purposes of government and
relies on a complete understanding of the
business processes that accomplish those
purposes. Some elements of enterprise
thinking include standard infrastructure,
identity management, role-based security,
and single sign-on as well as usability,
data standards and quality controls, and
intergovernmental information policies.

The benefits of working in a carefully
thought out G2G environment are amply
demonstrated by this project. The project
also highlights the realistic challenges of
accepting and acting upon an enterprise
view of government. Consequently, the
project results suggest a set of practical
strategies that can be used to bind the
structure together and reinforce the value
of relationships and enterprise principles.
These strategies include joint governance,
communication, business process analysis,
field work, specialized project management,
training and support, and understanding the
complete cost structure for these initiatives.
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Recommendations for
initial future investments

Our investigation showed broad and
enthusiastic support for a single point of
contact for G2G work in New York State as
a “better way of working.” However, the
demonstrated complexity of implementing
this concept suggests that incremental and
modular approaches make the most sense
for future development. We believe the
following represent the best near term
opportunities for moving in this direction.

Identify and provide coordinated access to
relevant public information and resources
on the Web. The first and easiest opportunity
is to create and maintain organized access to
Web resources relevant to state and local
professionals. The Resources section of the
Prototype represents a good start. Users
appreciated the opportunity to have many
resources, including NYS and federal
government information, professional
organizations, legal resources, and data
resources, all categorized and summarized
for them.

Use the Web to co-locate access to
related programmatic functions. The
Gateway Prototype demonstrated how
multiple job functions associated with a
particular professional role or service
domain could be brought together in

one Web interface accessible by a single
sign-on process. Although the Prototype
incorporated only a few applications, the
logic and appeal of this approach was
evident to the participants, who could
readily envision how all their own business
applications could be brought together in
a single interface.
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Develop a single authentic repository of
contact information with decentralized
data management. The application that
generated the most excitement and
unanimous desire to see made functional
is the Contact Directory and its associated
Contact Repository Application. Although it
represents a high degree of integration and
complexity, the need for such a resource

is pressing and self evident: no single
authentic source of contact information
exists, yet every state agency and local
government needs this information to do
its work.

Conclusion

The New York State-Local Internet Gateway
Prototype project represented goals and
challenges of vital interest to every state
and to any other federated system of
government. The findings and lessons
reveal the importance of understanding
and balancing the goals of data and
service integration against the related
challenges of complexity and cost. The
project results should be of value to many
who are attempting to strike that right
balance.






Chapter One: Project Overview

Our Age of Anxiety is, in great part, the result
of trying to do today’s jobs with yesterday’s Lools.

Background

Over the past decade, state agencies
and local governments throughout

New York State have increasingly used
information technology to support their
work. During this period, dramatic increases
have occurred in the use of computing and
networks for government services and
internal business operations. Since the

mid 1990s, the Internet has exerted two
powerful forces for change in government
use of technology. First, the Internet offers
government a new and flexible platform for
information-based services. Second,
through the World Wide Web, both agencies
and the public were introduced to the
possibilities for more responsive and
customized services. Together, these effects
generated what we have come to call
“e-government.”

While the early focus of e-government has
been primarily on government-to-citizen
(G2C) and government-to-business (G2B)
services, government-to-government (G2G)
initiatives are now gaining increased
attention. The sharpening G2G focus
represents a broad realization that improved
services to citizens and businesses, more
efficient operations, greater transparency,
and all the other externally-focused goals
of government must rest on internal
operating policies and behind-the-scenes
administrative functions that are well-
designed, intelligent, and interoperable.

To achieve a high quality “back office” that
supports very visible public service goals,
government needs more than advanced
technology. It also needs new strategies,
thoroughly redesigned business processes,
and creative incentives and mechanisms
for interagency and intergovernmental
collaboration and coordination. The project
reported here explored this set of require-
ments through a Web-based Prototype
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Marshal McLuhan

involving state, county, and municipal
governments.

This report is organized into four chapters
plus appendices. This first chapter
discusses the background of the project
and the issue of G2G integration that it
addressed. This chapter also offers a vision
of an ideal G2G gateway and its benefits, as
well as the barriers that stand in the way of
its creation. The second chapter explains
the design of the Gateway Prototype.
Chapter 3 tells the story of the project itself,
who participated, how the Prototype was
developed, and how it was tested. Chapter 4
discusses the results of the evaluation and
presents conclusions and recommendations
for future G2G work. The Appendices
include illustrations from the Prototype, lists
of participants, and field test and evaluation
information.

Problem statement

Today, state and local government use of
information technology is manifested in
many independent systems that each
support only one business function or
satisfy one particular program need. As

a result, a large and growing number of
individual systems for G2G business
relationships are employed across state
and local levels. This multiplicity of systems
is often a significant impediment to efficient
work, as well as a financial strain, because
many applications require their own
hardware, software, security, office space,
and business rules.

In order to perform business functions on
each system, local government officials
must sign in and out as they use each one,
requiring numerous log-ins and passwords.
Usually, data entered into one system
cannot be used in another. Numerous
duplicate requests for information are made



and fulfilled as individual organizations
respond to uncoordinated requests and
requirements. Moreover, many local offices
keep duplicate paper or electronic copies of
information they send to the State because
these state-sponsored systems are seldom
interoperable or designed with local
information needs or business practices in
mind. This situation poses a significant
burden on the work processes of both state
agencies and local governments and entails
higher than necessary costs for everyone.

If current practices continue, this picture of
multiplicity and duplication will worsen as
more individual business functions are
automated.

Figure 1 illustrates only a fraction of the
current array of NYS G2G relationships and
interactions by representing a portion of the
electronic information systems that connect
state and local governments. The figure
shows a small number of each kind

of government organization and does not
reflect any inter-local information systems
connecting county and municipal
governments. If we extend this picture to
include all existing information systems
among all state and local entities the
picture would be far more complicated,

with hundreds of connections involving
state agencies, counties, towns, cities,

and villages.

Figure 1. Simplified depiction of existing
intergovernmental information systems
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Integrating G2G business

Efforts to streamline, simplify, and rational-
ize the picture of existing intergovernmental
information systems in New York State are
very desirable but they present their own
complexities and challenges. Any transition
to a more integrated and coordinated way of
working adds new demands for planning,
management, design, operations, and
resource allocation. Figure 2 illustrates
some of the elements that need attention.
The horizontal axis of the figure represents
increasing degrees of integration and notes
key features of integration (common
interface, single sign-on, integrated data,
and integrated processes) necessary to
achieve each higher level. As shown in the
lower left, individual stand-alone systems
represent the absence of integration.

The first true feature of integration is
represented by a common Web interface
that can be adopted for standard use by
multiple stand-alone systems. Single sign-
on, which requires identity management
and role-based access, represents the next
level of integration. It allows users to have
secure access to some or all of the systems
associated with their work by signing

on once. When this feature is in place,
users begin to experience the benefits of
integration, but designers and system
operators must accommodate higher levels
of coordination and standardization.

Integrated data represents a significant
increase in integration, whether that data
is integrated across programs or units of

a single organization or across multiple
organizations. With this step, a wide variety
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of data management challenges must be
addressed. These include agreement on
data standards, quality control, stewardship
mechanisms, and access and change rights.

The most advanced level of integration is

represented by process integration, where
organizations not only share and integrate
their data, but revise their work processes
to accommodate and capitalize on shared
work processes and business practices.

The vertical axis of the figure represents
increasing difficulty, complexity, and cost.
As integration initiatives move from low-
level efforts to co-located independent
systems through a single Web interface,
to single sign-on mechanisms, to creating
integrated data repositories or applications
that share data, to the very demanding
applications that integrate both data and
business processes, the cost, complexity,
and difficulty rapidly increase.

The shaded boxes in Figure 2 place
selected kinds of development efforts at
the intersection of degree of integration
and level of difficulty, complexity, and cost.
The white boxes illustrate these types with
applications from this project. For example,
two of the individual applications in this
project (Dog Licensing Application and
Parcel Transfer Verification Check
Application) were adaptations of existing
non-Web applications. By revising them

for the Web, the developers adopted a
common Web interface. By contrast, the
Contact Repository Application represented
a new application that integrated data

from multiple organizations into a single
authoritative new source. This application
was much more difficult and expensive to
build. In the third example, the single
sign-on feature of the Gateway Prototype
allowed these different applications to be
brought together in a single interface
accessible with role-based identity
mechanisms. This represents a middle-level
of integration and resource investment. All
of these examples are more fully discussed
in Chapter 2.

An ideal state-local gateway

Taken together, Figures 1 and 2 illustrate
why New York State and local government
officials sought to carefully explore and
prototype the idea of a single point of
contact for G2G work. The current situation
is inefficient, complex, and expensive, but
alternative approaches present some
daunting challenges for which there is little
practical experience. Thus, the idea of a
prototype project was adopted as a useful
way to understand the feasibility of moving
from the current state to a more integrated
future.

Characteristics of an ideal
state-local gateway

Working with a broadly representative
project Advisory Committee, the project
planners used their experiences and mutual
desire for a better situation to envision an
ideal fully functioning state-local gateway
for government business in New York State.
They conceptualized the gateway as a
single secure place on the Internet which
would channel all G2G work. They called
the idea a “gateway” rather than a “portal” to
avoid confusion with the common use of
portals to offer services to the public.
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The participants elaborated on their ideal
by specifying a number of desirable
characteristics.

Joint governance. The ideal gateway would
be governed jointly by state and local
organizations through a formal governing
structure. This structure would include

fair representation of state, county, and
municipal stakeholders. It would also include
open communication, and joint problem-
solving and decision-making mechanisms.

Gateway design driven by genuine
business needs. Each application would
address information and management
needs associated with a particular business
function that is relevant to both state and
local organizations. Each application would
provide business value right from the start,
even with less than full participation of all
state and local agencies.

Affordability to all interested participants.
The costs associated with adopting and
using the gateway would not be prohibitive
to any state agency, county, or municipality.

Financial solvency. The gateway would be
designed to offset initial investments and
ongoing costs through future cost reductions
to all participants.

Protection from threats and misuse. The
gateway would be protected from external
threats and internal misuse by jointly
established security features and policies.
Access would be limited to authorized
personnel assigned roles associated with
specific functional requirements. Standard
security measures would be in place to
protect the infrastructure, transactions, and
data.

High quality, accurate, and authentic data.
Data sources and associated metadata
used in the gateway would be assessed for
“fitness for use” and authenticity. Data quality
and usability would rely on designated data
owners and clear processes for additions,
corrections, and updates. Data cleansing
and analysis tools and data management
services would be available to users.
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Modular, flexible, and versatile in design
and content. Envisioned in its entirety, the
gateway would be built in a gradual fashion,
according to current needs and available
resources, delivering both near- and long-
term benefits. Its modular nature would not
require immediate full participation of all
state and local agencies for successful
initial performance. The gateway would also
follow an evolutionary development strategy
where ongoing evaluation leads to continual
improvement. Information and applications
would use a standard set of conventions
and continually be evaluated for usability
and improvement under a variety of local
conditions. New business-driven information
resources and applications would be added
regularly.

Accommodation of users with varying
levels of skill. The gateway would be
designed to accommodate users with

low technical skills. It would be intuitive,
transparent, and simple to use with a
common vocabulary, and a single sign-on.
Issues of accessibility would be addressed
appropriately. The gateway would be
accompanied by solid user support
mechanisms and training programs.

Responsiveness to the needs of users.
Applications would be designed from the
user point of view. Online help would be
readily available, as well as immediate
real-time confirmation of processed
transactions.

High reliability and availability to all state
and local users. Appropriate connectivity
would be available to all participants
including adequate basic infrastructure from
desktop equipment and software to network
speed and bandwidth.

Capability to incorporate other existing
efforts. To take advantage of existing
investments, useful characteristics of
existing projects and applications that
address shared processes and business
needs would be incorporated into the
gateway.



Potential benefits

The project planners also sought specific
categories of benefits from an ideal
gateway.

Efficiency. The ideal gateway would save
time and money by reducing the manual
workload and duplication of tasks, as well
as achieving economies of scale. It would
allow creative and efficient use of existing
funds, systems, and infrastructure already in
place at all levels of government. It would
also promote quicker and more reliable and
complete communication among all levels
of government.

Improved coordination and consistency.
Shared processes, common data definitions,
and more logical programmatic connections
would yield better coordination between the
state and local levels, and more consistent
program designs and internal operations
thus leading to better quality services.

Data quality and access. Re-use of
well-defined, consistent, complete, and
accurate data would allow the same
information to satisfy multiple demands
and support greater data integration and
utility for multiple users. Improved
intergovernmental data management
would reduce costs and promote wider
responsibility for information stewardship
across government.

Potential barriers

The foregoing characteristics and potential
benefits of an ideal gateway would not
emerge without significant effort to
overcome key barriers. The project
planners described these barriers.

Cost. Concerns were expressed about the
initial and ongoing costs of a gateway, as
well as concerns about the distribution of
costs across levels and units of government
with different budget cycles, spending
priorities, and revenue capacities.

Complexity. Multiple and conflicting state
business rules and practices often prevent
needed coordination among agencies and
programs at both state and local levels.
This problem is often tied to the fact that
many programs are federally defined and
funded so that rules and practices are

not always within the state’s authority to
change. Furthermore, the diversity of local
governments adds to the complexity. Local
capabilities and practices are far from
uniform from place to place because

they are locally devised to accommodate
community-level demographics, economies,
infrastructures, and needs. Finally, any effort
to create a common gateway must recognize
the many legacy systems supporting
established programs that cannot be
replaced or significantly changed in the
near future.

Politics. Political support for a state-local
gateway will compete with many other
governmental priorities and there will be
difficulty maintaining political support across
the election cycles of so many jurisdictions.
Concerns about control and management
of the overall effort stem from questions
about who will have authority to do what.

In addition, some agencies and local
governments may resist opening their data
to new uses or users.
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Chapter Two: The New York
State-Local Internet Gateway
Prototype Design

Prototypes are used to represent, test,
and revise design concepts. Their
purpose is to test certain aspects or
characteristics of a desired system without
incurring the cost or time of actually building
a full system. Prototypes include just
enough functionality, data, and presentation
features to build mutual understanding
between designers and users and to test
key elements of the design. They are not
developed into a final product, but inform its
later development through iterative testing,
discussion, and evaluation. Prototypes

can range from paper and pencil sketches
to partial systems, depending on the
complexity of the design to be tested.

The New York State-Local Internet Gateway
Prototype was a partial system built to
identify, demonstrate, and evaluate key
factors associated with the design,
development, and deployment of a single
point of contact for G2G work among state
and local governments. In design terms, the
Prototype channels multiple G2G business
functions through a secure, single sign-on,
role-based system accessible through the
Internet. It was used to assess management,
policy, technology, and cost implications
likely to be associated with the development
of a full-scale G2G system. The overarching
goal was to understand what would be
necessary for state, county, and municipal
governments to realize greater efficiency,
high quality authentic data, and more
consistent and coordinated services.

Figure 3. New York State-Local Internet Gateway Prototype design
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Figure 3 represents the high-level conceptual
design of the Gateway Prototype. It included
applications from three state agencies, plus
general information features. It used data
about 15 (of 62) counties and their associated
municipalities. This data was provided by the
participating state agencies. The Prototype
did not include any financial transactions
associated with the applications. It operated
from a secure Web site hosted on the public
Internet and was available to authorized
government officials. The Prototype focused
entirely on G2G relationships: it did not offer
public services.

Even in this limited form, however, the
Prototype was designed to represent key
features of governmental structure and
dynamics in New York State. Toward that
end, key working assumptions were adopted
that guided participation, design, and
testing. First, state and local agencies were
all defined as both customers and suppliers
of information and services to the Gateway
Prototype; neither level was exclusively the
customer of the other.

Second, in order for the Prototype to
generate enough useful results, it had to
demonstrate how multiple organizations at
different levels of government work together.
We therefore selected three state agencies
from three different policy domains and
thirteen local governments (including
counties, towns, and cities, but not villages)
from every region of the state to take part
in the design. We refer to cities and towns
collectively as “municipalities.” Local
governments were selected to represent a
wide variety of size, wealth, and technical
sophistication. Together with the Center

for Technology in Government (CTG) staff
and corporate partners, these state and
local representatives constituted the
Prototype Team.

Third, part of the Gateway Prototype’s
purpose was to identify the value proposi-
tion for all participants. Consequently, both
benefits and major cost categories were
documented for all types of participants.
This data lays a foundation for establishing
cost structures for any future effort.

The Prototype design

The Gateway Prototype was designed to
offer some features and applications to all
users and to limit other applications to
specific users based on their functional
roles. In the Prototype three functions were
made available to all state and local users.

B Links to Resources on information about
laws and regulations, professional
associations, data resources, and other
helpful information selected to be of
value to state and local officials.

B A searchable, unified Contact Directory
of state and local government
professionals. This