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Introduction

Government agencies are increasingly looking to leverage social media to improve the
quality of government services and enable greater citizen engagement. Publicly available
social media sites, such as Facebook or Twitter, are providing governments with attractive
options for meeting these new objectives. These sites are widely available to government
employees and citizens with Internet access; they have established communities and
networks; and they provide a wide range of audio, video, and interactive capabilities
without substantial costs.

While there are many high profile examples of government agencies engaging social media
tools, for the vast majority of governments across the US, these tools are still fairly new and
relatively unexplored. The process of adopting new tools and managing the related
changes in work processes and policies is not easy for any type of organization. But
governments at all levels are starting to put more and more effort into figuring out social
media tools that involves exploring new ways of working and shifting communication
patterns. It also involves the creation of new policies and guidelines to encourage proper
use and to mitigate the risks of social media tools.

Developing a social media policy can be an important first step for those government
agencies considering using social media and can ultimately serve as a key enabler for
responsibly and effectively leveraging social media tools. Yet, many governments are
struggling with what such a policy should encompass and convey. Not surprisingly, given
the emergent nature of social media, relatively few U.S. governments actually have a
formalized set of policies to guide their own efforts, as well as for others to draw on or
learn from. As a consequence, governments are faced with reinterpreting and applying old
policies that govern the use of the Internet or creating completely new policies.

To help fill the gap in what is known about social media policy in
government, the Center for Technology in Government
undertook an effort to identify as many government
social media policies as possible, to review those
policies for patterns in content and approach, to
talk with those experienced in developing these
policies and those seeking guidance in this area,
and to produce a new resource to guide
government social media policy development
efforts. The study begins to answer the question,
what are the core elements of a government social
media policy? Our analysis identified eight
essential elements for a social media policy: 1)
employee access, 2) account management, 3)
acceptable use, 4) employee conduct, 5) content, 6)
security, 7) legal issues, and 8) citizen conduct.
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The analysis focused on 26 publicly available government social media documents, and
results from interviews with 32 government professionals who were already using or were
considering using social media tools!. Overall, our search identified two types of
documents being used by governments to communicate with employees about the use of
social media: 1) guidelines and 2) policies. Of the 26 documents we reviewed, 10 were
official social media policies, 12 were social media guidelines, and 4 were a mixture of both.
In general, guidelines provide advice on how to best use social media tools to achieve a
desired result, such as eliciting citizen engagement or providing suggestions for creating
interesting content. Policies, on the other hand, represent official positions that govern the
use of social media by employees in government agencies, such as detailing what
constitutes acceptable use or outlining official processes for gaining access to social media
sites.

The documents we reviewed varied with respect to the degree of detail devoted to any one
element, with some covering a range of elements in brief, and others covering fewer
elements in greater detail.2 For instance, the United States (US) General Services
Administration (GSA) Handbook for Social Media combines both policy and guidelines into
one document, with the goal of creating a one-stop-shop for informing employees about all
aspects of social media use. Some, such as the New Media and the Air Force handbook,
comprehensively detail the agency’s overall policy, strategy, and preferred way to engage
with the public. Meanwhile the State of Utah Social Media Guidelines focused on specific
elements such as the “rules of engagement” with social media for employees.

This report provides a brief overview of social media use in government with particular
focus on the types of use by government professionals; it then presents detailed
descriptions of the eight essential elements identified through the analysis; and closes with
brief guidance on strategies for getting started.

Social Media Use in Government

Publicly available social media sites started within people’s private lives, and were mainly
used to connect with friends and family. However, as more and more people started to
recognize the simplicity and value of communicating through social media sites, the use
expanded to the work place. In the last two years, governments have seen more and more
requests by their employees to use social media to do their work. While it seems like a
natural progression for government to connect to citizens through social media, or to “meet
the citizens where they are,” understanding how to take advantage of these new tools in
the context of government is complex.

Recognizing the different reasons government employees engage in social media use and
how they sometimes overlap is valuable in creating a social media policy. Through our

1 For a detailed methodology and a list of all reviewed policies, see Appendix A and B.
Z Appendix C contains a table detailing coverage of the eight components within each of the 26 reviewed
documents



interviews with government representatives, we heard three distinct ways employees are
using social media tools while at work:

Employee use for official agency interests: Official agency use implies that an
employee’s use of social media is for the express purpose of communicating an agency’s
broad interests or specific programmatic and policy interests. For example, the US
Environmental Protection Agency (EPA) has its own YouTube channel dedicated to its
activities. Additionally, many of EPA’s program and policy areas maintain their own
blogs. In other instances, an employee may be asked to run a contest on IdeaScale on
behalf of the agency, program area, or policy area. There are also many official uses of
social media that are not citizen facing, such as internal blogs or wikis for collaboration
among agency project teams.

Employee use for professional interests: Professional use implies that an employee’s
use of social media is for the purpose of furthering their specific job responsibilities or
professional duties through an externally focused site. For example, almost 30,000
government employees have signed up as members at the external site GovLoop.com to
engage with other professionals in a community of practice. Another way employees
might engage in external sites is by accessing Facebook to view official government
pages, such as the White House Facebook page, to research information on a newly
issued directive. While use for professional interests are beneficial to the work of
government by enabling employees to inform themselves on important issues or to
collaborate with their peers, the social media tool or site the employee is using is not
maintained or monitored by the agency itself. The employee is accessing sites and
setting up accounts owned by private entities to consume and exchange information.
Again, internally, professionals often collaborate through various technologies, but
professional use implies going outside of the internal network of the agency.

Employee use for personal interests: Using social media for personal interests has
nothing to do with an employee’s job duties for the organization. For example, an
employee may want to check their personal Facebook page, send out a personal Tweet,
or watch the latest viral YouTube video during a lunch hour or another designated
break during work hours. In addition, outside of work hours, employees might
maintain a blog related to a hobby, which has nothing to do with their government
position.

These uses are not mutually exclusive and sometimes the lines between professional and
personal or professional and official agency uses are rather fluid. For example, government
employees might spend their work time networking on GovLoop by sharing ideas and
experiences with peers in the Acquisition 2.0 group and sharing recipes with the Gov
Gourmet group. Our study revealed that governments are still trying to figure out how to
put boundaries around an employee’s personal, professional, and official agency uses. Each
use has different security, legal, and managerial implications and government agencies are
tasked with striking a balance between using social media for official agency interests only
and allowing all employees access for personal and professional interests.



Eight Essential Elements

By considering each of these eight essential elements, governments can largely address
many of the current concerns surrounding social media use:

1. Employee Access

Governments have discretion, through Web site filtering tools, to restrict access to areas of
the Internet deemed non-work related, such as personal email or leisure Web sites. Up
until the last two years, social media sites have tended to fall under the non-work related
umbrella. However, increasingly social media sites are blurring the line between personal,
professional, and official agency use, raising new questions of which employees may access
social media sites and what should be the process for gaining access.

Government agencies are managing access in two ways: 1) by controlling the number or
types of employees who are allowed access to social media sites or 2) by limiting the types
of sites that are approved for employee access. Most of the agencies we interviewed
limited employee access to social media, allowing access for only a handful of designated
individuals or functions (e.g., leadership or public information officers). Only one of the
interviewed agencies allowed all employees unrestricted access to all social media sites.

Other agencies managed access by allowing

. S lel ti
all employees access to pre-approved social ample language for requesting access

media sites. According to one interviewee,
“Our agency allowed viewing access to
YouTube after a risk assessment determined

“All social media requests must be submitted in
the form of a business case to the Deputy County
Executive for Information, who will then consult

with the E-Government Steering Committee. If
approved, agencies must fill out and have an
agency director sign the Procedural
Memorandum 70-05 Revised: Request for
Waiver/Exemption Form and return it to the
Information Security Office in the Department of
Information Technology”

there is a business need for it and that the
benefits outweighed the risks. All other
sites are being blocked. If there is a need or
request, it will be evaluated on a case by
case basis by the director.”

In agencies with formal policies, some
outline required procedures for gaining
access to social media sites. Of the 26
policies and guidelines reviewed, five addressed procedures for access. Of those five, most
required employees or departments to submit an official business case justification in
order to access and use social media sites.

~Fairfax County, VA

Based on our interviews, the balance between unrestricted and controlled access remains a
dilemma for many agencies. While some agencies may value the potential opportunities
for professional development when employees are engaged in educational, collaborative,
or knowledge sharing activities fostered by open access to social media sites, many still are
fearful of the perceived legal and security risks. In addition, once access policy is
determined, questions of account management and acceptable use inevitably arise.



2. Social Media Account Management

Account management encompasses the creation, maintenance, and destruction of social
media accounts. Establishing an account on a social media site provides an employee with
the full range of tools and capabilities for that site, such as joining networks or posting
information. The lack of a clearly defined policy on account management may result in a
situation where agency leadership does not have a handle on what types of social media
accounts are being established, maintained, or closed by their employees for professional
or official agency use. Therefore, a critical element to a social media policy for many is
establishing who may set up an agency or professional social media account, as well as a

procedure for establishing an account.

In the policies reviewed, the strategies
varied. One strategy was to require
approval by only one designated party,
which was most frequently the public
information officer. The State of North
Carolina outlined who is responsible for
approving and maintaining accounts and
what happens when accounts are
removed. Other strategies involve
approval by more than one party. For
example, Arlington County, Virginia
requires approval from both the
communication department and the IT
department.

While our sample of government policies
is too small to draw any definite
conclusions, local government policies
tend to be more explicit on account

Sample language outlining multiple approvals
needed to create a social media account

“There should be an authorization process for
employees wishing to create an account for the
benefit of the agency, with the agency Public
Information Officer (PI10) as the authority to
oversee and confirm decisions. In this role, the PIO
will evaluate all requests for usage, verify staff
being authorized to use social media tools, and
confirm completion of online training for social
media.

PIOs will also be responsible for maintaining a list

of all social networking application domain names

in use, the names of all employee administrators of
these accounts, as well as, the associated user

identifications and passwords currently active
within their respective agencies.

~ State of North Carolina

management as compared to state or federal agencies. Twelve of the policies and

guidelines reviewed addressed the element of account management, and eight of those 12
came from local government. One reason for this difference might be scale and the level at
which issues are addressed within policies. In comparison, state policies tended to provide
enterprise level suggestions and thus steered away from specific management issues.

3. Acceptable Use

Acceptable use policies typically outline an organization’s position on how employees are
expected to use agency resources, restrictions on use for personal interests, and
consequences for violating the policy.

Twelve of the policies and guidelines we reviewed deal specifically with acceptable use,
particularly for personal interests. The majority of these 12 policies point toward existing



policies that already dictate acceptable use of common electronic and information
resources such as telephone, computer, or Internet access.

However, as the use of social
media in government evolves
over time, acceptable use

policies may need to address “Employees should follow regulations and policies according to
the blurring boundaries the City’s Email and Electronic Communication Acceptable Use

around personal, professional, Policy. Sorpe aspe.cts of that pollcy that rela.tes to employees
. use of social media/networking resources include the
and official agency use. In our

Sample language for addressing acceptable use of social
media sites for personal use while at work.

) i following: ...
interviews, we found that
agencies are struggling with 2. Use of the City-provided Internet Email and Lotus Notes
what is acceptable in terms of is a privilege. Unauthorized use will result in the loss of
employees’ personal and access for the user and, depending on the seriousness of the

. . infraction, may result in disciplinary action as deemed
professional use of social :

appropriate.

media. Questions commonly

) . . . 3. Employees should recognize that there are restrictions
arise with social media use,

and limitations to use of the Internet and its related

such as how much time an technologies. There is a limited amount of personal use
employee may spend on a that is understood and permissible, but employees should
personal Facebook page while be as conservative as possible in such personal use and

understand that public records laws may bring their use

at work or how much time an under scrutiny by the media and public.”

employee should devote to
participating in peer-to-peer ~ City of Chandler, AZ
networking on sites such as
GovLoop.

Unlike the question of acceptable personal use during designated times or non work hours,
the question of acceptable employee use for professional and official agency reasons
remains complicated. Only three of the 26 policies have begun to address this issue.

Some government agencies draw a clear distinction between an employee’s professional
use of social media and an employee’s personal use of the same tools. For example, in the
City of Arvada, Colorado, the social media policy clearly states, “Social Media use is for
business communication and for the purpose of fulfilling job duties, in accordance with
corporate goals and objectives, not for personal use.” On the other hand, the US Air Force
encourages its members to think of themselves as on duty 24 hours a day, seven days a
week when it comes to social media use. Others we interviewed suggested acceptable
employee use for professional interest is better monitored and managed by supervisors,
rather than a one-size fits all policy.



4. Employee Conduct

In general, professional employee conduct
is already governed by policies such as an
ethical code of conduct that addresses
what is “right” and “wrong” in terms of
employees’ behavior, and sets out the
consequences should a violation occur.
Twenty-one of the reviewed policies
addressed employee conduct in their
professional capacity, with the majority of
them referencing existing policies by
either using direct quotes or simply
providing links or reference numbers on
where to look further.

In addition to a standard conduct code
that addresses things such as racially
offensive language, some of the policies do
address issues more specific to social
media, including respecting the rules of
the venue, striving for transparency and
openness in interactions, and being
respectful in all online interactions. Other
policies expressed an expectation of
“trust” that employees will provide
professional-level comments or content
whether in their professional or personal
lives.

None of the policies reviewed directly
address the consequences of
inappropriate conduct on personal social
media sites. However, outlining which
aspects are simply recommendations for

Sample language outlining employee conduct
expectations when using social media

A summary of the key points of ethical Social Media
conduct are reproduced below:
i. Customer protection and respect are paramount.
ii. We will use every effort to keep our interactions
factual and accurate.
iii. We will strive for transparency and openness in our
interactions and will never seek to “spin” information
for our benefit.
iv. We will provide links to credible sources of
information to support our interactions, when possible.
v. We will publicly correct any information we have
communicated that is later found to be in error.
vi. We are honest about our relationship, opinions, and
identity.
vii. We respect the rules of the venue.
viii. We protect privacy and permissions.

~ State of Delaware

Sample language describing standards for content
created by individuals using professional accounts

“[The] lines between public and private, personal and
professional are blurred. By identifying yourself as a
State employee, you are creating perceptions about your
expertise and about the State by legislative stakeholders,
customers, business partners and the general public...Be
sure that all content associated with you is consistent
with your work and with the State’s values and
professional standards.”

~ State of Utah

personal behavior and which ones are potential grounds for dismissal might be useful for
employees and their managers trying to navigate and define the parameters of the

personal/professional divide.




5. Content

The issues of who is allowed to post

. i ] Sample language concerning content management
content on official agency social media

pages and who is responsible for “Agencies are responsible for establishing, publishing,
ensuring its accuracy came up and updating their pages on social media sites. Although
frequently in our interviews and it will be the agency’s responsibility to maintain the

content, the Office of Public Affairs will monitor the
content on each of the agency pages to ensure 1) a
consistent countywide message is being conveyed and 2)

fourteen of the reviewed documents
address content management in some

way. Content management strategies adherence to the Social Media Policy. The Office of Public
range from some agencies exerting Affairs also reserves the right to direct agencies to modify
minimal editorial controls over content social media content based on best practices and

by allowing their employees to write industry norms.

freely in agency blogs on various ~Fairfax County, VA

mission related topics (e.g., US EPA), to

other agencies that keep responsibility for content creation and management solely with
the public information officer (e.g., City of Seattle, Washington).

In many cases, such as Fairfax County, VA,
the responsibility for creating content is Sample language concerning content management
given to the department or individual

who created the account, with the Public A.ffal.rs will: . .

, .. . . . ¢ Maintain the blog, including the look and feel and
agency’s public information officer being pages for the comment policy, blog description, etc.
responsible for ensuring the accuracy of » Review each post. This will primarily be for policy
the posted information and adherence to and legal issues; other editing will be very light,
existing social media policies. essentially only to correct spelling or grammatical

mistakes.

e Coordinate review with the Office of General

The question of content management Counsel for legal issues.

with respect to an employees’
professional and personal use is left “EPA blogging is a privilege, not a right. Because of
largely unexplored in policy and guideline federal and legal respon.sibilities, EPA managemen.t .
documents. However, it was a concern reserves the I'lgtlt to review blog content or to un-invite
for many of the professionals we anyone to blog

interviewed. Outside of official agency ~US Environmental Protection Agency

social media pages, these professionals
are more and more engaging in work-related group discussions on sites such as GovLoop
or Linkedin and leaving online comments in response to work-related topics on external
blogs. Ten of the 26 policies reviewed simply instruct their employees to always use a
standard disclaimer that distances the employee’s opinions and content from the official
agency position.

For example, the social media policy and guidelines for the US Air Force instructs
employees to specify, through a disclaimer, that any comments provided by an employee
on external social media sites are personal in nature and do not represent the views of the
US Air Force. In addition, while not included in their guidelines or policy documents, the
US Air Force developed a flowchart designed to help airmen decide how to respond to



comments from the public when they come across discussions about the Air Force on social
media sites.?

6. Security

Governments are working to develop best practices to ensure the security of their data and
technical infrastructure in light of the new uses, users, and technologies related to social
media use.

Some of the reviewed policies deal explicitly with security concerns for social media, while
others are more general. For instance, the City of Hampton's policy simply points to
existing IT security policies by stating, “Where appropriate, City IT security policies shall
apply to all social networking sites and articles.” Other policies target specific security
concerns; two types generally found in the policies analyzed and discussed in the
interviews were technical and behavioral concerns.

The technology concerns addressed in the policies focused on password security,
functionality, authentication of identity using public key infrastructures, and virus scans.
Fifteen of the policies included specific requirements such as requiring users to maintain
complex passwords. A few policies required a designated official to hold all username and
passwords for social media accounts.

Sample language outlining the technical concerns and processes to follow:
Agency IT Administrators shall:

1. Limit Internet access Social Media web sites according to the agency’s acceptable use policy, while
allowing authorized Users to reach content necessary to fulfill the business requirements.
Limitations may include: ....
b. Allowing Internet access to Users who are specifically authorized.
c. Preventing unnecessary functionality within Social Media web sites, such as instant
messaging (IM) or file exchange.
d. Minimizing and/or eliminating the addition of web links to other web sites, such as
“friends”, to minimize the risk of exposing a government user to a link that leads to
inappropriate or unauthorized material.

2. Enable technical risk mitigation controls to the extent possible. These controls may include:
a. Filtering and monitoring of all Social Media web site content posted and/or viewed.

b. Scanning any and all files exchanged with the Social Media web sites.

~ State of California

The Department of the Navy memo on social media specifically mentions following the
Department of Defense’s Public Key Infrastructure procedures and restricts the posting of
classified information to protected sites only. Two policies detail how attachments should
be scanned using anti-virus tools before they can be posted on behalf of the government.

3 http://www.wired.com/images_blogs/photos/uncategorized/2009/01/06/air_force_blog_char.jpg
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The behavioral security concerns refer to those threats that result from employees’
intentional or inadvertent actions when engaging with social media sites and tools. The
Guidelines for Secure Use of Social Media by Federal Departments and Agencies by the
Federal CIO Council discussed the two major threats that rely on certain types of behaviors
by users—spear phishing and social engineering. For example, employees may
inadvertently post information about themselves or the agency on social media sites, which
attackers then use to manipulate users. A related concern is the inadvertent posting of
citizens’ personal and protected information by agency employees. While these concerns
are not new, many of the reviewed policies mentioned the need to protect confidential
information that is personally identifiable or could endanger the agency mission.

7. Legal Issues

The use of social media tools raises the issue for many agencies about how to ensure that
their employees are abiding by all existing laws and regulations. Some policies take a
general approach to legal issues, using generic text that requires all employees to adhere to
all applicable laws and regulations without actually specifying which laws and regulations
are applicable. Others point to specific areas of law such as privacy, freedom of speech,
freedom of information, public records management, public disclosure, and accessibility.

A number of policies include language outlining
records management and retention schedules
for content posted to social media sites. The

Sample disclaimer for comments being
treated as public records

policies that address this issue focus on “Posts and comments to and from me, in
retaining social media records, but a few connection with the transaction of public
include language related to the removal of business, is subject to the North Carolina

Public Records Law and may be disclosed

records (for example, see bullet 6 in the City of to third parties.”

Hampton, Virginia policy below). The State of
Massachusetts highlights the transitory nature ~ State of North Carolina
of records in its guidelines on Twitter and
provides instructions on how to download Tweets from Twitter to prevent loss of content.

Some policies proactively address potential legal issues by requiring the use of various
disclaimers on social media sites. One example of a standard disclaimer is for use by
employees when engaging in social media activities and is intended to detach the opinions
and actions of individual employees from their employer. For example, The City of
Hampton, Virginia directs its employees who choose to engage citizens on social media
sites on behalf of the City to “Make it clear that you are speaking for yourself and not on
behalf of the City of Hampton. If you publish content on any website outside of the City of
Hampton and it has something to do with the work you do or subjects associated with the
City, use a disclaimer such as this: ‘The postings on this site are my own and don’t
necessarily represent the City’s positions or opinions.”” Other standard disclaimers
concern public records, external links, endorsements, copyright, privacy, and offensive
behavior.
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Sample language outlining specific laws and impact

“All City of Hampton social networking sites shall adhere to applicable state, federal and local laws,
regulations and policies including all Information Technology and Records Management City policies

and other applicable City policies.

3. Freedom of Information Act and e-discovery laws and policies apply to social media content and
therefore content must be able to be managed, stored and retrieved to comply with these laws.

4. City of Hampton social networking sites are subject to Library of Virginia’s (LVA) public records
laws. Relevant City of Hampton and (LVA) records retention schedules apply to social networking
content. Records required to be maintained pursuant to a relevant records retention schedule shall
be maintained for the required retention period in a format that preserves the integrity of the
original record and is easily accessible using the approved City platforms and tools.

5. All social network sites and entries shall clearly indicate that any articles and any other content
posted or submitted for posting are subject to public disclosure.

6. Content submitted for posting that is deemed not suitable for posting by a City of Hampton social
networking moderator because it is not topically related to the particular social networking site
objective being commented upon, or is deemed prohibited content based on the criteria in Policy -
Item 9. of this policy, shall be retained pursuant to the records retention schedule along with a
description of the reason the specific content is deemed not suitable for posting.”

~ City of Hampton, Virginia

8. Citizen Conduct

Social media sites, unlike more traditional media such as newspaper or radio, allow for
instant two-way public communication between government and citizens. Citizens are able
to directly post audio, video, and text to many social media sites. Agencies must decide
whether to allow two-way communication, such as the use of comment boxes, and how to
handle this engagement with citizens. For agencies that decide to elicit citizen feedback via
their official agency social media sites, rules for acceptable conduct of citizens are often
developed.

Eleven of the 26 reviewed policies and guidelines addressed the issue of citizen conduct.
The documents vary with respect to how they deal with the content of comments. Some
issue rules of conduct that are posted on the agency’s site. These rules generally refer to
limitations on offensive language, inciting violence, or promoting illegal activity. Similar
rules are often already used on agencies’ websites and can be reused for social media
purposes. Other policies, such as the policy of the City of Arvada, simply talk about who
will have the responsibility of approving public comments without going into detail as to
what makes a comment acceptable.

12



Sample language outlining the preferred conduct of citizens

“Users and visitors to social media sites shall be notified that the intended purpose of the site is to serve as
a mechanism for communication between City departments and members of the public. City of Seattle
social media site articles and comments containing any of the following forms of content shall not be
allowed:

a) Comments not topically related to the particular social medium article being commented upon;

b) Comments in support of or opposition to political campaigns or ballot measures;

c) Profane language or content;

d) Content that promotes, fosters, or perpetuates discrimination on the basis of race, creed, color,
age, religion, gender, marital status, status with regard to public assistance, national origin,
physical or mental disability or sexual orientation;

e) Sexual content or links to sexual content;

f) Solicitations of commerce;

g) Conduct or encouragement of illegal activity;

h) Information that may tend to compromise the safety or security of the public or public systems;
or

i) Content that violates a legal ownership interest of any other party.

These guidelines must be displayed to users or made available by hyperlink. Any content removed based
on these guidelines must be retained, including the time, date and identity of the poster when available
(see the City of Seattle Twitter, Facebook and CityLink standards).”

~ City of Seattle, Washington

Getting Started: Designing a social media policy

Many agencies have either adopted or are in the process of adopting social media tools for
official business. In doing so, the need for a new policy to address the issues connected to
social media use in a governmental context has become increasingly clear. Yet, as we have
found in our research, relatively few have implemented formal social media policies and/or
guidelines. Policies that regulate the users of these emerging technologies for personal,
professional, and agency reasons can create clarity for employees, as well as provide
direction for agencies on how to address potential legal and regulatory issues.

In addition to considering the essential eight elements, the following strategies provide
some further guidance for those just getting started.

- Determine goals and objectives for using social media tools.
While ideally an agency would create a social media policy prior to allowing access to or
creating social media accounts, for many, policy creation is done retroactively. Either
way, a social media policy should be modeled after the current or planned use of social
media tools and strategies to ensure the alignment of objectives and social media policy.
For example, if an agency’s main objective is engagement and two-way communication
with its constituents, then devising a policy that does not allow for external comments
on an agency'’s social media page would effectively eliminate any chance of reaching its
strategic goal of engagement.

13



. Bring together a multi-functional team including all stakeholders from
communication, legal, technology, human resources, and program units.
Whether it is to create policy, or periodically review policies, a team of experts from the
legal, communications, technology, human resources, and program units can speak to
the variety of issues emerging from the use of social media in government agencies.
There are many grey areas in the social media arena and paying attention to different
view points is necessary to keep the policies aligned with an agency’s goals and
objectives.

. Identify existing policies that apply to the use of social media tools.
Before creating a social media policy from scratch, consider to what extent the issues
being raised by social media use are connected to issues already covered by existing
policies or regulations. Often existing policies provide guidance on issues such as
acceptable use, employee access, or ethical conduct. In some instances, the text of an
existing policy may be revised to address use within a social media context and in other
instances can remain unchanged. Seventeen of the reviewed documents referenced an
existing policy such as an Acceptable Use Policy or a Statement of Employee Code of
Conduct.

. Discuss conflicts or inconsistencies between proposed and existing policies and
procedures.
In some agencies, the introduction of social media tools might represent a change in the
typical rules of engagement such as in the way professionals are expected to interact or
changes in the way an agency engages with the public. Thus, a review of existing
policies should ensure that the proposed social media policy and its implication for
employees are not in contradiction to existing policies or procedures. Inconsistencies
may occur across a spectrum of issues such as passwords or an agency’s official public
position. For example, agencies may need to decide how to address password
requirements for social media sites, which may differ from existing policies. Conflicts
may also arise when access to the public is allowed through social media sites. The
question of when and who can “speak” on behalf of the agency may need clarification if
existing policy states that all media or outside requests for information must only come
through a public information officer.

Creating a policy for the use of social media policy by a government agency is not a simple
task. One not only has to contend with an ever-changing landscape of the social media
environment, but also with the various ways government employees are using these tools
to do their work. And, as with any other policy, social media policies should be reviewed
periodically to ensure that they continue to reflect the agency’s changing strategy and
priorities. This report should serve as a brief guide for governments who are in the process
of crafting their social media policy or are simply thinking about embarking on this
journey.

For further guidance, CTG offers a one-day social media training class. Find out more at:

http://www.ctg.albany.edu/socialmedia/training
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APPENDIX A: Methodology

This report draws from both document analysis of existing social media policies and
interviews with government professionals.

We found and reviewed 26 social media documents (policies and guidelines) from
government agencies (four international, eight federal, five state, and nine local). All
documents were collected between October and December of 2009. During our search, two
existing clearinghouses were uncovered. The first clearinghouse was collected by Chris
Boudreaux in support of his upcoming book Social Media Governance: Empowerment with
Accountability*. The second was found at Muni.Gov, a social networking site of a coalition
of government entities “focusing on exploring the use and principles of Web 2.0 in an effort
to improve citizen services and communication via technology”>.

The 26 documents are of two different types. The first type of document represents official
policies that govern employees’ conduct on social media sites, whether professional or
personal, and management of official representation of an agency in social media. The
second type of document represents guidelines for agency employees that provides advice
on how to use social media effectively, tips on how to make its content interesting and
appropriate, and how to engage the public. Several documents contained elements of both,
effectively combining a how-to-guide with an official agency social media policy.

In addition, 28 professionals from 14 government agencies were interviewed between
December 2009 and February 2010. The interviews lasted approximately 45 minutes and
covered the following areas: social media use, concerns and benefits associated with social
media use, and evaluation of social media initiatives.

4 http://socialmediagovernance.com/policies.php
5 https://sites.google.com/site /munigov20/good-reading-and-resources
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APPENDIX B: Table of Social Media Policies and Guidelines

Institution

Type of Policy

Online Location of Policy

International

Australian Public
Service Commission

(policy)

Protocols for Online Media
Participation

http://apsc.gov.au/circulars/circular096.htm

New Zealand State
Services Commission
(brief guidelines)

Principles for Interaction with
Social Media

http://www.ssc.govt.nz/display/document.asp?Do
cID=7160

UK Civil Service
(guidelines)

Code for Online Participation

http://www.civilservice.gov.uk/about/resources/p
articipation-online.aspx

UK Department for
Business, Innovation
and Skills'

(policy and guidelines)

Template Twitter Strategy for
Government Departments

http://blogs.cabinetoffice.gov.uk/digitalengageme
nt/file.axd?file=2009%2f7%2f200907 24twitter.pdf

Federal

Air Force
(policy and guidelines)

New Media and Web 2.0
Guidance

http://www.af.mil/shared/media/document/AFD-
090406-036.pdf

Federal CIO Council
(guidelines)

Guidelines for Secure Use of
Social Media by Federal
Departments and Agencies

http://www.cio.gov/Documents/Guidelines for Se
cure Use Social Media v01-0.pdf

General Services
Administration (policy)

Agency Social Media Policy

http://www.gsa.gov/graphics/staffoffices/socialme
diapolicy.pdf

General Services
Administration (policy
and guidelines)

Agency social media handbook

http://www.gsa.gov/graphics/staffoffices/socialme
diahandbook.pdf

Navy (memo)

Web 2.0 Utilizing New Web
Tools

http://www.doncio.navy.mil/PolicyView.aspx?ID=7
89

US Army Corps of
Engineers, Jacksonville
District (guidelines)

Social Media User Guidelines

http://www.saj.usace.army.mil/Documents/JaxDist
rictSocialMediaUserGuidelines.pdf

US Coast Guard

(memo) Social Media Memo/NR

US EPA Blogging at EPA for http://www.scribd.com/doc/13232289/Blogging-
(guidelines) Greenversations At-EPA-Guidelines

State

California (policy
guidelines for
agencies)

SIMM 66B - Social Media
Standard

http://www.cio.ca.gov/Government/IT Policy/pdf/
SIMM_66B.pdf

Delaware
(policy and guidelines)

Social Media Policy

http://dti.delaware.gov/pdfs/pp/SocialMediaPolicy
-pdf

Massachusetts
(guidelines)

Social Media Toolkits

http://www.mass.gov/?pagelD=afsubtopic&L=68&L
O=Home&L1=Research+%26+Technology&L2=Infor
mation+Technology+Services+%26+Support&L3=A
pplication+Services&L4=Mass.Gov&L5=Social+Med
ia+Guidance+%26+Best+Practices&sid=Eoaf

North Carolina (policy)

Social Media Policy (Governor
approved)

http://www.records.ncdcr.gov/guides/best practic
es_socialmedia usage 20091217.pdf
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APPENDIX B: Table of Social Media Policies and Guidelines (continued)

Institution

Type of Policy

Online Location of Policy

Local

Utah (guidelines)

Social Media Guidelines

http://www.utahta.wikispaces.net/file/view/State
%200f%20Utah%20Social%20Media%20Guidelines
%209.22.09.pdf

Arlington County,
Virginia (guidelines)

Social Media Policy and
Guidelines (This policy is all
about open communication)

https://sites.google.com/site/munigov20/good-
reading-and-
resources/Arlington%2CVAsocialmediapolicy07300
9.pdf?attredirects=0&d=1

Arvada, Colorado
(policy)

Social Media Policy

https://sites.google.com/site/munigov20/good-
reading-and-resources/2500.07-SOCIALMEDIAQ9-
30-2009.pdf?attredirects=0&d=1

Chandler, Arizona
(policy)

Media/Social Networking
Administrative Regulation

https://sites.google.com/site/munigov20/good-
reading-and-
resources/Chandler_SocialMediaPolicy.pdf?attredi
rects=0&d=1

Fairfax County, Virginia
(policy)

Social Media Policy

http://www.fairfaxcounty.gov/opa/fairfax-county-
social-media-policy.pdf

Hampton, Virginia
(Policy with attached
guidelines)

Social Media Policy

https://sites.google.com/site/munigov20/good-
reading-and-
resources/hampton_vasocial_media_policy09-
002.pdf?attredirects=0&d=1

Roanoke County,
Virginia (policy)

Roanoke County Social Media
Policy

https://sites.google.com/site/munigov20/good-
reading-and-
resources/RoanokeCountySocialMediaPolicy-
Final.pdf?attredirects=0

Seattle, Washington
(policy)

Blogging Policy

http://seattle.gov/pan/SocialMediaPolicy.htm

Seattle, Washington
(policy)

Social Media Use Policy

http://seattle.gov/pan/SocialMediaPolicy.htm

Wake County
(guidelines)

Web 2.0 Guidelines for use

http://www.wakeemployees.com/support/docum
ents/web20 dept guidelines.pdf
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APPENDIX C: Table of reviewed documents by issue areas
The table below provides a list of all reviewed policies as well as a representation of what
issue areas are covered in each of the policies. While there are many nuances and the level
of detail varies greatly, this gives the reader a general overview of where he can find

additional examples of policy language pertaining to each area.

Institution

Access

Acceptable
Use

Account
process

Content

Employee
conduct

Legal

Security

Citizen
conduct

International

Australian Public
Service Commission

(policy)

New Zealand State
Services Commission
(brief guidelines)

UK Civil Service
(guidelines)

UK Government
(policy and guidelines)

Federal

Air Force
(policy and guidelines)

Federal CIO Council
(guidelines)

General Services
Administration (policy)

General Services
Administration (policy
and guidelines)

US Navy (memo)

US Army Corps of
Engineers, Jacksonville
District (guidelines)

US Coast Guard
(memo)

US EPA
(guidelines)

State

California (policy
guidelines for
agencies)

Delaware
(policy and guidelines)

Massachusetts
(guidelines)

North Carolina (policy
and guidelines)

Utah (guidelines and
policy)
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Acceptable | Account Employee . Citizen
A Legal
Institution ceess Use process Content conduct cga Security conduct
Local
Arlington County, o o
Virginia (guidelines)
Arvada, Colorado
. ° ° ° ° ° °
(policy)
Chandler, Arizona
. ° ° ° ° ° °
(policy)
Fairfax County,
S . . ° ° ° ° ° ° °
Virginia (policy)
Hampton, Virginia
(Policy with ° ° ° ° ° °
attached guidelines)
Roanoke County,
o . ° ° ° ° °
Virginia (policy)
Seattle, Washington
. . . [} [ ] [ ] [ ] [ ) [ ) [ ]
(social media policy)
Seattle, Washington
. . ° . ° ° ° °
(blogging policy)
Wake County
° ° °

(guidelines)
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